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Subpart A—Freedom of 
Information Act 

§ 5.1 General provisions. 

(a)(1) This subpart A contains the 
rules that the Department of Homeland 
Security (Department) follows in proc-
essing requests for records under the 
Freedom of Information Act (FOIA) (5 
U.S.C. 552). These rules should be read 
together with the FOIA, which pro-
vides additional information about ac-
cess to records maintained by the De-
partment. Requests made by individ-
uals for records about themselves 
under the Privacy Act of 1974 (5 U.S.C. 
552a), which are processed under sub-
part B of this part, are processed under 
this subpart also. Information rou-
tinely provided to the public as part of 
a regular Department activity (for ex-
ample, press releases issued by the As-
sistant Secretary for Public Affairs 
may be provided to the public without 
following this subpart). 

(2) The provisions established by this 
subpart shall apply to all Department 
components that are transferred to the 
Department. Except to the extent a De-
partment component has adopted sepa-
rate guidance under FOIA, the provi-
sions of this subpart shall apply to 
each component of the Department. 
Departmental components may issue 
their own guidance under this subpart 
pursuant to approval by the Depart-
ment. 
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(b) As used in this subpart, compo-
nent means each separate bureau, of-
fice, board, division, commission, serv-
ice, or administration of the Depart-
ment. 

§ 5.2 Public reading rooms. 

(a) Records that are required to be 
maintained by the Department in a 
public reading room will be made avail-
able electronically at www.dhs.gov/foia. 
Each Department component will be 
responsible for determining which of 
the records it generates are required to 
be made available and to make those 
records available either in its own 
reading room or in the Department’s 
central reading room. Each component 
shall maintain and make available for 
public inspection and copying a current 
subject-matter index of its reading 
room records. Each index shall be up-
dated regularly, at least quarterly, 
with respect to newly included records. 

(b) The Department components 
maintain public reading rooms or areas 
at the locations listed below: 

(1) Animal and Plant Health Inspec-
tion Service Library, 4700 River Road, 
Riverdale, MD 20737–1232; 

(2) Plum Island Animal Disease Cen-
ter, the APHIS address above or, 
USDA-ARS, 5601 Sunnyside Avenue, 
Building 1, Room 2248, Beltsville, MD 
20705–5128; 

(3) Critical Infrastructure Assurance 
Office (A former office of the Bureau of 
Industry and Security) does not main-
tain a conventional public reading 
room. Records that are required to be 
in the public reading room are avail-
able electronically at http:// 
www.bis.doc.gov/FOIA/Default.htm; 

(4) FIRESTAT (formerly the Inte-
grated Hazard Information System of 
the National Oceanic and Atmospheric 
Administration), NOAA Public Ref-
erence Facility, 1305 East-West High-
way (SSMC4), Room 8627, Silver 
Spring, MD 20910; 

(5) National Communication Service 
(a former component of the Defense In-
formation Systems Agency) does not 
maintain a conventional public reading 
room. Records that are required to be 
in the public reading room are avail-
able electronically at http://disa.mil/gc/ 
foia/foia.html; 

(6) The address for each component 
and program listed below is: U.S. De-
partment of Energy; 1000 Independence 
Avenue, SW., Washington, DC 20585: 

(i) Energy Assurance Office; 
(ii) Environmental Measurements 

Laboratory; 
(iii) Nuclear Incident Response 

Team; 
(iv) The chemical and biological na-

tional security and supporting pro-
grams and activities of the non-pro-
liferation and verification research and 
development program; 

(v) The life sciences activities related 
to microbial pathogens of Biological 
and Environmental Research Program; 

(vi) The nuclear smuggling programs 
and activities within the proliferation 
detection program of the non-prolifera-
tion and verification research and de-
velopment program; 

(vii) The nuclear assessment program 
and activities of the assessment, detec-
tion, and cooperation program of the 
international materials protection and 
cooperation program, and the advanced 
scientific computing research program 
and activities at Lawrence Livermore 
National Laboratory; and 

(viii) The National Infrastructure 
Simulation and Analysis Center; 

(7) The address for each component 
and program listed below is: Freedom 
of Information Act Officer at: Depart-
ment of Health and Human Services, 
Freedom of Information Officer, Room 
645–F, Hubert H. Humphrey Building, 
Independence Avenue, SW., Wash-
ington, DC 20201: 

(i) Metropolitan Medical Response 
System; 

(ii) National Disaster Medical Sys-
tem; 

(8) Office of Emergency Preparedness 
please contact the Strategic National 
Stockpile Centers for Disease Control 
and Agency for Toxic Substances and 
Disease Registry, 1600 Clifton Road, 
NE., Room 4103, Building 1, Atlanta, 
GA 30333; 

(9) Immigration and Naturalization 
Service, 111 Massachusetts Avenue, 
NW., 2nd Floor, ULLICO Building, 
Washington, DC 20536; 

(10) For the National Infrastructure 
Protection Center, the National Do-
mestic Preparedness Office, and the 
Domestic Emergency Support Team: 

VerDate Aug<31>2005 03:08 Jan 20, 2007 Jkt 211011 PO 00000 Frm 00016 Fmt 8010 Sfmt 8010 Y:\SGML\211011.XXX 211011hm
oo

re
 o

n 
P

R
O

D
1P

C
68

 w
ith

 H
M

C
F

R



7 

Office of the Secretary, DHS § 5.3 

Federal Bureau of Investigation, 935 
Pennsylvania Avenue, NW., Depart-
ment of Justice, Washington, DC 20535– 
0001; 

(11) Office of Domestic Preparedness, 
U.S. Department of Justice, Office of 
Justice Programs, 810 7th Street, NW., 
Room 5430, Washington, DC 20531; 

(12) Visa Office, Department of State, 
2201 C Street, NW., Washington, DC 
20520; 

(13) Federal Aviation Administration, 
800 Independence Avenue, SW., Wash-
ington, DC 20591; 

(14) Transportation Security Admin-
istration, 400 Seventh Street, SW., 
Washington, DC 20590; 

(15) United States Coast Guard Head-
quarters, 2100 Second Street, SW., 
Washington, DC 20593–0001 (for district 
offices, consult your phone book); 

(16) The Federal Law Enforcement 
Training Center does not maintain a 
conventional public reading room. 
Records that are required to be in the 
public reading room are available elec-
tronically at http://www.fletc.gov/irm/ 
foia/readingroom.htm; 

(17) U.S. Customs Service, Freedom 
of Information Request, 1300 Pennsyl-
vania Avenue, NW., Mint Annex, Wash-
ington, DC 20229–0001 (for a list of field 
office reading room locations please 
consult 19 CFR 103.1); 

(18) U.S. Secret Service, Main Treas-
ury, Freedom of Information Request, 
950 H Street, NW., Suite 3000, Wash-
ington, DC; 

(19) Federal Emergency Management 
Agency, Federal Center Plaza, 500 C 
Street, SW., Room 840, Washington, DC 
20472 (for regional offices, consult your 
phone book); 

(20) For the Federal Computer Inci-
dent Response Center and the Federal 
Protective Service: Central Office, GSA 
Headquarters, 1800 F Street, NW (CAI), 
Washington, DC 20405 (for regional of-
fices, consult the phone book); 

(c) Components shall also make read-
ing room records created by the De-
partment on or after November 1, 1996, 
available electronically via the compo-
nent web-site. This includes each com-
ponent’s index of its reading room 
records, which will indicate which 
records are available electronically. 

§ 5.3 Requirements for making re-
quests. 

(a) How made and addressed. You may 
make a request for records of the De-
partment by writing directly to the De-
partment component that maintains 
those records. For additional informa-
tion about the FOIA, you may refer di-
rectly to the statute. If you are mak-
ing a request for records about your-
self, see § 5.21(d) for additional require-
ments. If you are making a request for 
records about another individual, ei-
ther a written authorization signed by 
that individual permitting disclosure 
of those records to you or proof that 
that individual is deceased (for exam-
ple, a copy of a death certificate or an 
obituary) must be submitted. Your re-
quest should be sent to the compo-
nent’s FOIA office at the address listed 
in appendix A to part 5. In most cases, 
your FOIA request should be sent to a 
component’s central FOIA office. (The 
functions of each component are sum-
marized elsewhere in this title and in 
the description of the Department and 
its components in the ‘‘United States 
Government Manual,’’ which is issued 
annually and is available in most li-
braries, as well as for sale from the 
Government Printing Office’s Super-
intendent of Documents. This manual 
also can be accessed electronically at 
the Government Printing Office’s 
World Wide Web site (which can be 
found at http://www.access.gpo.gov/ 
suldocs).) If you cannot determine 
where within the Department to send 
your request, you may send it to the 
Departmental Disclosure Officer, De-
partment of Homeland Security, Wash-
ington, DC 20528. That office will for-
ward your request to the component(s) 
it believes most likely to have the 
records that you want. Your request 
will be considered received as of the 
date it is received by the proper compo-
nent’s FOIA office. For the quickest 
possible handling, you should mark 
both your request letter and the enve-
lope ‘‘Freedom of Information Act Re-
quest.’’ 

(b) Description of records sought. You 
must describe the records that you 
seek in enough detail to enable Depart-
ment personnel to locate them with a 
reasonable amount of effort. Whenever 
possible, your request should include 
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specific information about each record 
sought, such as the date, title or name, 
author, recipient, and subject matter 
of the record. If known, you should in-
clude any file designations or descrip-
tions for the records that you want. As 
a general rule, the more specific you 
are about the records or type of records 
that you want, the more likely the De-
partment will be able to locate those 
records in response to your request. If 
a component determines that your re-
quest does not reasonably describe 
records, it shall tell you either what 
additional information is needed or 
why your request is otherwise insuffi-
cient. The component also shall give 
you an opportunity to discuss your re-
quest so that you may modify it to 
meet the requirements of this section. 
If your request does not reasonably de-
scribe the records you seek, the agen-
cy’s response to your request may be 
delayed. 

(c) Agreement to pay fees. If you make 
a FOIA request, it shall be considered a 
firm commitment by you to pay all ap-
plicable fees charged under § 5.11 up to 
$ 25.00, unless you seek a waiver of fees. 
In making your FOIA request, please 
indicate whether you are willing to pay 
for the request or desire a waiver. The 
component responsible for responding 
to your request ordinarily will confirm 
this commitment in an acknowledge-
ment letter. When making a request, 
you may specify a willingness to pay a 
greater or lesser amount. If you are 
seeking a waiver of fees you must pro-
vide a justification for your fee waiver 
request in accordance with the require-
ments of § 5.11(k). If your request for a 
fee waiver is denied, the component 
will notify you of that decision and 
will request an agreement from you to 
pay fees up to $25, or a greater or lesser 
amount specified by you. Your request 
shall not be considered received and 
further work shall not be done on it 
until you agree to pay fees. If you do 
not provide a firm commitment to pay 
the anticipated fee within the time pe-
riod specified by the component, the 
request will be administratively closed. 

§ 5.4 Responsibility for responding to 
requests. 

(a) In general. Except as stated in 
paragraphs (c), (d), and (e) of this sec-

tion, the component that first receives 
a request for a record and has posses-
sion of that record is the component 
responsible for responding to the re-
quest. In determining which records 
are responsive to a request, a compo-
nent ordinarily will include only 
records in its possession as of the date 
the component begins its search for 
them. If any other date is used, the 
component shall inform the requester 
of that date. 

(b) Authority to grant or deny requests. 
The head of a component, or the com-
ponent head’s designee, is authorized 
to grant or deny any request for a 
record of that component. 

(c) Consultations and referrals. When a 
component receives a request for a 
record in its possession, it shall deter-
mine whether another component, or 
another agency of the Federal Govern-
ment, is better able to determine 
whether the record is exempt from dis-
closure under the FOIA and, if so, 
whether it should be disclosed as a 
matter of administrative discretion. If 
the receiving component determines 
that it is best able to process the 
record in response to the request, then 
it shall do so. If the receiving compo-
nent determines that it is not best able 
to process the record, then it shall ei-
ther: 

(1) Respond to the request regarding 
that record, after consulting with the 
component or agency best able to de-
termine whether to disclose it and with 
any other component or agency that 
has a substantial interest in it; or 

(2) Refer the responsibility for re-
sponding to the request regarding that 
record to the component best able to 
determine whether to disclose it, or to 
another agency that originated the 
record (but only if that agency is sub-
ject to the FOIA). Ordinarily, the com-
ponent or agency that originated a 
record will be presumed to be best able 
to determine whether to disclose it. 

(d) Law enforcement information. 
Whenever a request is made for a 
record containing information that re-
lates to an investigation of a possible 
violation of law and was originated by 
another component or agency, the re-
ceiving component shall either refer 
the responsibility for responding to the 
request regarding that information to 
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that other component or agency or 
consult with that other component or 
agency. 

(e) Classified information. Whenever a 
request is made for a record containing 
information that has been classified, or 
may be appropriate for classification, 
by another component or agency under 
Executive Order 12958 or any other ex-
ecutive order concerning the classifica-
tion of records, the receiving compo-
nent shall refer the responsibility for 
responding to the request regarding 
that information to the component or 
agency that classified the information, 
or which should consider the informa-
tion for classification, or which has the 
primary interest in it, as appropriate. 
Whenever a record contains informa-
tion that has been derivatively classi-
fied by a component because it con-
tains information classified by another 
component or agency, the component 
shall refer the responsibility for re-
sponding to the request regarding that 
information to the component or agen-
cy that classified the underlying infor-
mation. 

(f) Notice of referral. Whenever a com-
ponent refers all or any part of the re-
sponsibility for responding to a request 
to another component or agency, it or-
dinarily shall notify the requester of 
the referral and inform the requester of 
the name of each component or agency 
to which the request has been referred 
and of the part of the request that has 
been referred. 

(g) Timing of responses to consultations 
and referrals. All consultations and re-
ferrals will be handled according to the 
date the FOIA request initially was re-
ceived by the first component or agen-
cy, not any later date. 

(h) Agreements regarding consultations 
and referrals. Components may make 
agreements with other components or 
agencies to eliminate the need for con-
sultations or referrals for particular 
types of records. 

§ 5.5 Timing of responses to requests. 
(a) In general. Components ordinarily 

shall respond to requests according to 
their order of receipt. 

(b) Multitrack processing. (1) A compo-
nent may use two or more processing 
tracks by distinguishing between sim-
ple and more complex requests based 

on the amount of work and/or time 
needed to process the request, includ-
ing through limits based on the num-
ber of pages involved. If a component 
does so, it shall advise requesters in its 
slower track(s) of the limits of its fast-
er track(s). 

(2) A component using multitrack 
processing may provide requesters in 
its slower track(s) with an opportunity 
to limit the scope of their requests in 
order to qualify for faster processing 
within the specified limits of the com-
ponent’s faster track(s). A component 
doing so will contact the requester ei-
ther by telephone or by letter, which-
ever is more efficient in each case. 

(c) Unusual circumstances. (1) Where 
the statutory time limits for proc-
essing a request cannot be met because 
of ‘‘unusual circumstances,’’ as defined 
in the FOIA, and the component deter-
mines to extend the time limits on 
that basis, the component shall as soon 
as practicable notify the requester in 
writing of the unusual circumstances 
and of the date by which processing of 
the request can be expected to be com-
pleted. Where the extension is for more 
than ten working days, the component 
shall provide the requester with an op-
portunity either to modify the request 
so that it may be processed within the 
time limits or to arrange an alter-
native time period with the component 
for processing the request or a modified 
request. 

(2) Where a component reasonably be-
lieves that multiple requests submitted 
by a requester, or by a group of re-
questers acting in concert, constitute a 
single request that would otherwise in-
volve unusual circumstances, and the 
requests involve clearly related mat-
ters, they may be aggregated. Multiple 
requests involving unrelated matters 
will not be aggregated. 

(d) Expedited processing. (1) Requests 
and appeals will be taken out of order 
and given expedited treatment when-
ever it is determined that they involve: 

(i) Circumstances in which the lack 
of expedited treatment could reason-
ably be expected to pose an imminent 
threat to the life or physical safety of 
an individual; 

(ii) An urgency to inform the public 
about an actual or alleged federal gov-
ernment activity, if made by a person 
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primarily engaged in disseminating in-
formation. 

(2) A request for expedited processing 
may be made at the time of the initial 
request for records or at any later 
time. A request for expedited proc-
essing must be submitted to the com-
ponent that maintains the record re-
quested. Requests based on the cat-
egories in paragraphs (d)(1)(i), (ii), and 
(iii) of this section must be submitted 
to the component that maintains the 
records requested. 

(3) A requester who seeks expedited 
processing must submit a statement, 
certified to be true and correct to the 
best of that person’s knowledge and be-
lief, explaining in detail the basis for 
requesting expedited processing. For 
example, a requester within the cat-
egory in paragraph (d)(1)(ii) of this sec-
tion, if not a full-time member of the 
news media, must establish that he or 
she is a person whose main professional 
activity or occupation is information 
dissemination, though it need not be 
his or her sole occupation. A requester 
within the category in paragraph 
(d)(1)(ii) of this section also must es-
tablish a particular urgency to inform 
the public about the government activ-
ity involved in the request, beyond the 
public’s right to know about govern-
ment activity generally. The formality 
of certification may be waived as a 
matter of administrative discretion. 

(4) Within ten calendar days of its re-
ceipt of a request for expedited proc-
essing, the proper component shall de-
cide whether to grant it and shall no-
tify the requester of the decision. If a 
request for expedited treatment is 
granted, the request shall be given pri-
ority and shall be processed as soon as 
practicable. If a request for expedited 
processing is denied, any appeal of that 
decision shall be acted on expedi-
tiously. 

§ 5.6 Responses to requests. 

(a) Acknowledgements of requests. On 
receipt of a request, a component ordi-
narily shall send an acknowledgement 
letter to the requester which shall con-
firm the requester’s agreement to pay 
fees under § 5.3(c) and provide an as-
signed request number for further ref-
erence. 

(b) Grants of requests. Ordinarily, a 
component shall have twenty business 
days from when a request is received to 
determine whether to grant or deny 
the request. Once a component makes a 
determination to grant a request in 
whole or in part, it shall notify the re-
quester in writing. The component 
shall inform the requester in the notice 
of any fee charged under § 5.11 and shall 
disclose records to the requester 
promptly on payment of any applicable 
fee. Records disclosed in part shall be 
marked or annotated to show the 
amount of information deleted unless 
doing so would harm an interest pro-
tected by an applicable exemption. The 
location of the information deleted 
also shall be indicated on the record, if 
technically feasible. 

(c) Adverse determinations of requests. 
A component making an adverse deter-
mination denying a request in any re-
spect shall notify the requester of that 
determination in writing. Adverse de-
terminations, or denials of requests, 
consist of: A determination to withhold 
any requested record in whole or in 
part; a determination that a requested 
record does not exist or cannot be lo-
cated; a determination that a record is 
not readily reproducible in the form or 
format sought by the requester; a de-
termination that what has been re-
quested is not a record subject to the 
FOIA; a determination on any disputed 
fee matter, including a denial of a re-
quest for a fee waiver; and a denial of 
a request for expedited processing. The 
denial letter shall be signed by the 
head of the component, or the compo-
nent head’s designee, and shall include: 

(1) The name and title or position of 
the person responsible for the denial; 

(2) A brief statement of the reason(s) 
for the denial, including any FOIA ex-
emption applied by the component in 
denying the request; 

(3) An estimate of the volume of 
records or information withheld, in 
number of pages or in some other rea-
sonable form of estimation. This esti-
mate does not need to be provided if 
the volume is otherwise indicated 
through deletions on records disclosed 
in part, or if providing an estimate 
would harm an interest protected by an 
applicable exemption; and 
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(4) A statement that the denial may 
be appealed under § 5.9(a) and a descrip-
tion of the requirements of § 5.9(a). 

§ 5.7 Classified information. 
In processing a request for informa-

tion that is classified under Executive 
Order 12958 (3 CFR, 1996 Comp., p. 333) 
or any other executive order, the origi-
nating component shall review the in-
formation to determine whether it 
should remain classified. Information 
determined to no longer require classi-
fication shall not be withheld on the 
basis of Exemption 1 of the FOIA. On 
receipt of any appeal involving classi-
fied information, the Associate General 
Counsel (General Law) shall take ap-
propriate action to ensure compliance 
with Part 7 of this title. 

§ 5.8 Business information. 
(a) In general. Business information 

obtained by the Department from a 
submitter will be disclosed under the 
FOIA, if otherwise allowable, only 
under this section. 

(b) Definitions. For purposes of this 
section: 

(1) Business information means com-
mercial or financial information ob-
tained by the Department from a sub-
mitter that may be protected from dis-
closure under Exemption 4 of the FOIA. 

(2) Submitter means any person or 
entity from whom the Department ob-
tains business information, directly or 
indirectly. The term includes, but is 
not limited to, corporations; state, 
local, and tribal governments; and for-
eign governments. 

(c) Designation of business information. 
A submitter of business information 
will use good-faith efforts to designate, 
by appropriate markings, either at the 
time of submission or at a reasonable 
time thereafter, any portions of its 
submission that it considers to be pro-
tected from disclosure under Exemp-
tion 4. These designations will expire 
ten years after the date of the submis-
sion unless the submitter requests, and 
provides justification for, a longer des-
ignation period. 

(d) Notice to submitters. A component 
shall provide a submitter with prompt 
written notice of a FOIA request or ad-
ministrative appeal that seeks its busi-
ness information wherever required 

under paragraph (e) of this section, ex-
cept as provided in paragraph (h) of 
this section, in order to give the sub-
mitter an opportunity to object to dis-
closure of any specified portion of that 
information under paragraph (f) of this 
section. The notice shall either de-
scribe the business information re-
quested or include copies of the re-
quested records or record portions con-
taining the information. When notifi-
cation of a voluminous number of sub-
mitters is required, notification may 
be made by posting or publishing the 
notice in a place reasonably likely to 
accomplish it. 

(e) Where notice is required. Notice 
shall be given to a submitter wherever: 

(1) The information has been des-
ignated in good faith by the submitter 
as information considered protected 
from disclosure under Exemption 4; or 

(2) The component has reason to be-
lieve that the information may be pro-
tected from disclosure under Exemp-
tion 4. 

(f) Opportunity to object to disclosure. 
A component will allow a submitter a 
reasonable time to respond to the no-
tice described in paragraph (d) of this 
section and will specify that time pe-
riod within the notice. If a submitter 
has any objection to disclosure, it is re-
quired to submit a detailed written 
statement. The statement must specify 
all grounds for withholding any portion 
of the information under any exemp-
tion of the FOIA and, in the case of Ex-
emption 4, it must show why the infor-
mation is a trade secret or commercial 
or financial information that is privi-
leged or confidential. In the event that 
a submitter fails to respond to the no-
tice within the time specified in it, the 
submitter will be considered to have no 
objection to disclosure of the informa-
tion. Information provided by the sub-
mitter that is not received by the com-
ponent until after its disclosure deci-
sion has been made shall not be consid-
ered by the component. Information 
provided by a submitter under this 
paragraph may itself be subject to dis-
closure under the FOIA. 

(g) Notice of intent to disclose. A com-
ponent shall consider a submitter’s ob-
jections and specific grounds for non-
disclosure in deciding whether to dis-
close business information. Whenever a 
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component decides to disclose business 
information over the objection of a 
submitter, the component shall give 
the submitter written notice, which 
shall include: 

(1) A statement of the reason(s) why 
each of the submitter’s disclosure ob-
jections was not sustained; 

(2) A description of the business in-
formation to be disclosed; and 

(3) A specified disclosure date, which 
shall be a reasonable time subsequent 
to the notice. 

(h) Exceptions to notice requirements. 
The notice requirements of paragraphs 
(d) and (g) of this section shall not 
apply if: 

(1) The component determines that 
the information should not be disclosed 
pursuant to exemption four and/or any 
other exemption of the FOIA; 

(2) The information lawfully has been 
published or has been officially made 
available to the public; 

(3) Disclosure of the information is 
required by statute (other than the 
FOIA) or by a regulation issued in ac-
cordance with the requirements of Ex-
ecutive Order 12600 (3 CFR, 1988 Comp., 
p. 235); or 

(4) The designation made by the sub-
mitter under paragraph (c) of this sec-
tion appears obviously frivolous, ex-
cept that in such a case the component 
shall, within a reasonable time prior to 
a specified disclosure date, give the 
submitter written notice of any final 
decision to disclose the information. 

(i) Notice of FOIA lawsuit. Whenever a 
requester files a lawsuit seeking to 
compel the disclosure of business infor-
mation, the component shall promptly 
notify the submitter. 

(j) Corresponding notice to requesters. 
Whenever a component provides a sub-
mitter with notice and an opportunity 
to object to disclosure under paragraph 
(d) of this section, the component shall 
also notify the requester(s). Whenever 
a component notifies a submitter of its 
intent to disclose requested informa-
tion under paragraph (g) of this sec-
tion, the component shall also notify 
the requester(s). Whenever a submitter 
files a lawsuit seeking to prevent the 
disclosure of business information, the 
component shall notify the re-
quester(s). 

§ 5.9 Appeals. 
(a) Appeals of adverse determinations. 

(1) If you are dissatisfied with a compo-
nent’s response to your request, you 
may appeal an adverse determination 
denying your request, in any respect, 
to the Associate General Counsel (Gen-
eral Law), Department of Homeland 
Security, Washington, DC 20528. You 
must make your appeal in writing and 
it must be received by the Associate 
General Counsel (General Law) within 
60 days of the date of the letter deny-
ing your request. Your appeal letter 
may include as much or as little re-
lated information as you wish, as long 
as it clearly identifies the component 
determination (including the assigned 
request number, if known) that you are 
appealing. For the quickest possible 
handling, you should mark your appeal 
letter and the envelope ‘‘Freedom of 
Information Act Appeal.’’ 

(2) An adverse determination by the 
Associate General Counsel (General 
Law) will be the final action of the De-
partment; and 

(3) An appeal ordinarily will not be 
acted on if the request becomes a mat-
ter of FOIA litigation. 

(b) Responses to appeals. The decision 
on your appeal will be made in writing. 
A decision affirming an adverse deter-
mination in whole or in part shall con-
tain a statement of the reason(s) for 
the affirmance, including any FOIA ex-
emption(s) applied, and will inform you 
of the FOIA provisions for court review 
of the decision. If the adverse deter-
mination is reversed or modified on ap-
peal, in whole or in part, you will be 
notified in a written decision and your 
request will be reprocessed in accord-
ance with that appeal decision. 

(c) When appeal is required. If you 
wish to seek review by a court of any 
adverse determination, you must first 
appeal it under this section. 

§ 5.10 Preservation of records. 
Each component shall preserve all 

correspondence pertaining to the re-
quests that it receives under this sub-
part, as well as copies of all requested 
records, until disposition or destruc-
tion is authorized by title 44 of the 
United States Code or the National Ar-
chives and Records Administration’s 
General Records Schedule 14. Records 
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will not be disposed of while they are 
the subject of a pending request, ap-
peal, or lawsuit under the FOIA. 

§ 5.11 Fees. 
(a) In general. Components shall 

charge for processing requests under 
the FOIA in accordance with paragraph 
(c) of this section, except where fees 
are limited under paragraph (d) of this 
section or where a waiver or reduction 
of fees is granted under paragraph (k) 
of this section. A component ordinarily 
shall collect all applicable fees before 
sending copies of requested records to a 
requester. Requesters must pay fees by 
check or money order made payable to 
the Treasury of the United States. 

(b) Definitions. For purposes of this 
section: 

(1) Commercial use request means a 
request from or on behalf of a person 
who seeks information for a use or pur-
pose that furthers his or her commer-
cial, trade, or profit interests, which 
can include furthering those interests 
through litigation. Components shall 
determine, whenever reasonably pos-
sible, the use to which a requester will 
put the requested records. When it ap-
pears that the requester will put the 
records to a commercial use, either be-
cause of the nature of the request itself 
or because a component has reasonable 
cause to doubt a requester’s stated use, 
the component shall provide the re-
quester a reasonable opportunity to 
submit further clarification. 

(2) Direct costs means those expenses 
that an agency actually incurs in 
searching for and duplicating (and, in 
the case of commercial use requests, 
reviewing) records to respond to a 
FOIA request. Direct costs include, for 
example, the salary of the employee 
performing the work (the basic rate of 
pay for the employee, plus 16 percent of 
that rate to cover benefits) and the 
cost of operating duplication machin-
ery. Not included in direct costs are 
overhead expenses such as the costs of 
space and heating or lighting of the fa-
cility in which the records are kept. 

(3) Duplication means the making of 
a copy of a record, or of the informa-
tion contained in it, necessary to re-
spond to a FOIA request. Copies can 
take the form of paper, microform, 
audiovisual materials, or electronic 

records (for example, magnetic tape or 
disk), among others. Components shall 
honor a requester’s specified preference 
of form or format of disclosure if the 
record is readily reproducible with rea-
sonable efforts in the requested form or 
format by the office responding to the 
request. 

(4) Educational institution means a 
preschool, a public or private elemen-
tary or secondary school, an institu-
tion of undergraduate higher edu-
cation, an institution of graduate high-
er education, an institution of profes-
sional education, or an institution of 
vocational education, that operates a 
program of scholarly research. To be in 
this category, a requester must show 
that the request is authorized by and is 
made under the auspices of a qualifying 
institution and that the records are not 
sought for a commercial use but are 
sought to further scholarly research. 

(5) Noncommercial scientific institu-
tion means an institution that is not 
operated on a ‘‘commercial’’ basis, as 
that term is defined in paragraph (b)(1) 
of this section, and that is operated 
solely for the purpose of conducting 
scientific research the results of which 
are not intended to promote any par-
ticular product or industry. To be in 
this category, a requester must show 
that the request is authorized by and is 
made under the auspices of a qualifying 
institution and that the records are not 
sought for a commercial use but are 
sought to further scientific research. 

(6) Representative of the news media, 
or news media requester, means any 
person actively gathering news for an 
entity that is organized and operated 
to publish or broadcast news to the 
public. The term ‘‘news’’ means infor-
mation that is about current events or 
that would be of current interest to the 
public. Examples of news media enti-
ties include television or radio stations 
broadcasting to the public at large and 
publishers of periodicals (but only in 
those instances where they can qualify 
as disseminators of ‘‘news’’) who make 
their products available for purchase or 
subscription by the general public. For 
‘‘freelance’’ journalists to be regarded 
as working for a news organization, 
they must demonstrate a solid basis for 
expecting publication through that or-
ganization. A publication contract 
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would be the clearest proof, but compo-
nents shall also look to the past publi-
cation record of a requester in making 
this determination. To be in this cat-
egory, a requester must not be seeking 
the requested records for a commercial 
use. However, a request for records sup-
porting the news-dissemination func-
tion of the requester shall not be con-
sidered to be for a commercial use. 

(7) Review means the examination of 
a record located in response to a re-
quest in order to determine whether 
any portion of it is exempt from disclo-
sure. It also includes processing any 
record for disclosure (for example, 
doing all that is necessary to redact it 
and prepare it for disclosure). Review 
costs are recoverable even if a record 
ultimately is not disclosed. Review 
time includes time spent considering 
any formal objection to disclosure 
made by a business submitter under 
§ 5.8, but does not include time spent 
resolving general legal or policy issues 
regarding the application of exemp-
tions. 

(8) Search means the process of look-
ing for and retrieving records or infor-
mation responsive to a request. It in-
cludes page-by-page or line-by-line 
identification of information within 
records and also includes reasonable ef-
forts to locate and retrieve information 
from records maintained in electronic 
form or format. Components shall en-
sure that searches are done in the most 
efficient and least expensive manner 
reasonably possible. For example, com-
ponents shall not search line-by-line 
where duplicating an entire document 
would be quicker and less expensive. 

(c) Fees. In responding to FOIA re-
quests, components shall charge the 
following fees unless a waiver or reduc-
tion of fees has been granted under 
paragraph (k) of this section: 

(1) Search. (i) Search fees shall be 
charged for all requests other than re-
quests made by educational institu-
tions, noncommercial scientific insti-
tutions, or representatives of the news 
media, subject to the limitations of 
paragraph (d) of this section. Compo-
nents may charge for time spent 
searching even if they do not locate 
any responsive record or if they with-
hold the record(s) located as entirely 
exempt from disclosure. 

(ii) Fees for search time are assessed 
by the hourly wage of the personnel 
filling the request. These fees are sub-
ject to change. Currently, for each 
quarter hour spent by clerical per-
sonnel in searching for and retrieving a 
requested record, the fee will be $4.00. 
Where a search and retrieval cannot be 
performed entirely by clerical per-
sonnel (for example, where the identi-
fication of records within the scope of 
a request requires the use of profes-
sional personnel) the fee will be $7.00 
for each quarter hour of search time 
spent by professional personnel. Where 
the time of managerial personnel is re-
quired, the fee will be $10.25 for each 
quarter hour of time spent by those 
personnel. 

(iii) For computer searches of 
records, requesters will be charged the 
direct costs of conducting the search, 
although certain requesters (as pro-
vided in paragraph (d)(1) of this sec-
tion) will be charged no search fee and 
certain other requesters (as provided in 
paragraph (d)(3) of this section) will be 
entitled to the cost equivalent of two 
hours of manual search time without 
charge. These direct costs will include 
the cost of operating a central proc-
essing unit for that portion of oper-
ating time that is directly attributable 
to searching for responsive records, as 
well as the costs of operator/pro-
grammer salary apportionable to the 
search. 

(iv) For requests requiring the re-
trieval of records from any Federal 
Records Center, certain additional 
costs may be incurred in accordance 
with the Transactional Billing Rate 
Schedule established by the National 
Archives and Records Administration, 
effective October 1, 2002. 

(2) Duplication. Duplication fees will 
be charged to all requesters, subject to 
the limitations of paragraph (d) of this 
section. For a paper photocopy of a 
record (no more than one copy of which 
need be supplied), the fee will be ten 
cents per page. For copies produced by 
computer, such as tapes or printouts, 
components will charge the direct 
costs, including operator time, of pro-
ducing the copy. For other forms of du-
plication, components will charge the 
direct costs of that duplication. 
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(3) Review. Review fees will be 
charged to requesters who make a com-
mercial use request. Review fees will 
be charged only for the initial record 
review (the review done when a compo-
nent determines whether an exemption 
applies to a particular record or record 
portion at the initial request level). No 
charge will be made for review at the 
administrative appeal level for an ex-
emption already applied. However, 
records or record portions withheld 
under an exemption that is subse-
quently determined not to apply may 
be reviewed again to determine wheth-
er any other exemption not previously 
considered applies; the costs of that re-
view are chargeable where it is made 
necessary by such a change of cir-
cumstances. Review fees will be 
charged at the same rates as those 
charged for a search under paragraph 
(c)(1)(ii) of this section. 

(d) Restrictions on charging fees. (1) No 
search fee will be charged for requests 
by educational institutions, non-
commercial scientific institutions, or 
representatives of the news media. 

(2) No search fee or review fee will be 
charged for a quarter-hour period un-
less more than half of that period is re-
quired for search or review. 

(3) Except for requesters seeking 
records for a commercial use, compo-
nents will provide without charge: 

(i) The first 100 pages of duplication 
(or the cost equivalent); and 

(ii) The first two hours of search (or 
the cost equivalent). 

(4) No fee will be charged whenever a 
total fee calculated under paragraph 
(c) of this section is less than the agen-
cy’s cost to process the check. Cur-
rently, whenever a total fee calculated 
under paragraph (c) of this section is 
$14.00 or less for any request, no fee 
will be charged. 

(5) The provisions of paragraphs (d) 
(3) and (d)(4) of this section work to-
gether. This means that for requesters 
other than those seeking records for a 
commercial use, no fee will be charged 
unless the cost of search in excess of 
two hours plus the cost of duplication 
in excess of 100 pages totals more than 
$14.00. 

(e) Notice of anticipated fees in excess 
of $25.00. When a component determines 
or estimates that the fees to be 

charged under this section will amount 
to more than $25.00, the component 
shall notify the requester of the actual 
or estimated amount of the fees, unless 
the requester has indicated a willing-
ness to pay fees as high as those antici-
pated. If only a portion of the fee can 
be estimated readily, the component 
shall advise the requester that the esti-
mated fee may be only a portion of the 
total fee. In cases in which a requester 
has been notified that actual or esti-
mated fees amount to more than $25.00, 
the request shall not be considered re-
ceived and further work shall not be 
done on it until the requester makes a 
firm commitment to pay the antici-
pated total fee. Any such agreement 
should be memorialized by the re-
quester in writing and must be received 
by the component within a time period 
specified by the component in its no-
tice to the requester. If the requester 
does not provide a firm commitment to 
pay the anticipated fee within the time 
period specified by the component, the 
request will be administratively closed. 
A notice under this paragraph will 
offer the requester an opportunity to 
discuss the matter with Department 
personnel in order to reformulate the 
request to meet the requester’s needs 
at a lower cost. 

(f) Charges for other services. Apart 
from the other provisions of this sec-
tion, when a component chooses as a 
matter of administrative discretion to 
provide a special service (such as certi-
fying that records are true copies or 
sending them by other than ordinary 
mail) the direct costs of providing the 
service ordinarily will be charged. 

(g) Charging interest. Components 
may charge interest on any unpaid bill 
starting on the 31st day following the 
date of billing the requester. Interest 
charges will be assessed at the rate 
provided in 31 U.S.C. 3717 and will ac-
crue from the date of the billing until 
payment is received by the component. 
Components will follow the provisions 
of the Debt Collection Act of 1982 (Pub. 
L. 97–365, 96 Stat. 1749), as amended, 
and its administrative procedures, in-
cluding the use of consumer reporting 
agencies, collection agencies, and off-
set. 
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(h) Aggregating requests. Where a com-
ponent reasonably believes that a re-
quester or a group of requesters acting 
together is attempting to divide a re-
quest into a series of requests for the 
purpose of avoiding fees, the compo-
nent may aggregate those requests and 
charge accordingly. Components may 
presume that multiple requests of this 
type made within a 30-day period have 
been made in order to avoid fees. 
Where requests are separated by a 
longer period, components will aggre-
gate them only where there exists a 
solid basis for determining that aggre-
gation is warranted under all the cir-
cumstances involved. Multiple requests 
involving unrelated matters will not be 
aggregated. 

(i) Advance payments. (1) For requests 
other than those described in para-
graphs (i)(2) and (3) of this section, a 
component shall not require the re-
quester to make an advance payment 
before work is begun or continued on a 
request. Payment owed for work al-
ready completed (such as a prepayment 
before copies are sent to a requester) is 
not an advance payment. 

(2) Where a component determines or 
estimates that a total fee to be charged 
under this section will be more than 
$250.00, it may require the requester to 
make an advance payment of an 
amount up to the amount of the entire 
anticipated fee before beginning to 
process the request, except where it re-
ceives a satisfactory assurance of full 
payment from a requester that has a 
history of prompt payment. 

(3) Where a requester has previously 
failed to pay a properly charged FOIA 
fee to any component or agency within 
30 days of the date of billing, a compo-
nent may require the requester to pay 
the full amount due, plus any applica-
ble interest, and to make an advance 
payment of the full amount of any an-
ticipated fee, before the component be-
gins to process a new request or con-
tinues to process a pending request 
from that requester. 

(4) In cases in which a component re-
quires advance payment, the request 
shall not be considered received and 
further work will not be done on it 
until the required payment is received. 

(j) Other statutes specifically providing 
for fees. The fee schedule of this section 

does not apply to fees charged under 
any statute that specifically requires 
an agency to set and collect fees for 
particular types of records. Where 
records responsive to requests are 
maintained for distribution by agencies 
operating such statutorily based fee 
schedule programs, components will in-
form requesters of the steps for obtain-
ing records from those sources so that 
they may do so most economically. 

(k) Requirements for waiver or reduc-
tion of fees. (1) Records responsive to a 
request will be furnished without 
charge or at a charge reduced below 
that established under paragraph (c) of 
this section where a component deter-
mines, based on all available informa-
tion, that the requester has dem-
onstrated that: 

(i) Disclosure of the requested infor-
mation is in the public interest because 
it is likely to contribute significantly 
to public understanding of the oper-
ations or activities of the government; 
and 

(ii) Disclosure of the information is 
not primarily in the commercial inter-
est of the requester. 

(2) To determine whether the first fee 
waiver requirement is met, components 
will consider the following factors: 

(i) The subject of the request: Wheth-
er the subject of the requested records 
concerns ‘‘the operations or activities 
of the government.’’ The subject of the 
requested records must concern identi-
fiable operations or activities of the 
federal government, with a connection 
that is direct and clear, not remote or 
attenuated. 

(ii) The informative value of the in-
formation to be disclosed: Whether the 
disclosure is ‘‘likely to contribute’’ to 
an understanding of government oper-
ations or activities. The disclosable 
portions of the requested records must 
be meaningfully informative about 
government operations or activities in 
order to be ‘‘likely to contribute’’ to an 
increased public understanding of those 
operations or activities. The disclosure 
of information that already is in the 
public domain, in either a duplicative 
or a substantially identical form, 
would not be as likely to contribute to 
such understanding where nothing new 
would be added to the public’s under-
standing. 

VerDate Aug<31>2005 03:08 Jan 20, 2007 Jkt 211011 PO 00000 Frm 00026 Fmt 8010 Sfmt 8010 Y:\SGML\211011.XXX 211011hm
oo

re
 o

n 
P

R
O

D
1P

C
68

 w
ith

 H
M

C
F

R



17 

Office of the Secretary, DHS § 5.20 

(iii) The contribution to an under-
standing of the subject by the public 
likely to result from disclosure: 
Whether disclosure of the requested in-
formation will contribute to ‘‘public 
understanding.’’ The disclosure must 
contribute to the understanding of a 
reasonably broad audience of persons 
interested in the subject, as opposed to 
the individual understanding of the re-
quester. A requester’s expertise in the 
subject area and ability and intention 
to effectively convey information to 
the public shall be considered. It shall 
be presumed that a representative of 
the news media will satisfy this consid-
eration. 

(iv) The significance of the contribu-
tion to public understanding: Whether 
the disclosure is likely to contribute 
‘‘significantly’’ to public under-
standing of government operations or 
activities. The public’s understanding 
of the subject in question, as compared 
to the level of public understanding ex-
isting prior to the disclosure, must be 
enhanced by the disclosure to a signifi-
cant extent. Components shall not 
make value judgments about whether 
information that would contribute sig-
nificantly to public understanding of 
the operations or activities of the gov-
ernment is ‘‘important’’ enough to be 
made public. 

(3) To determine whether the second 
fee waiver requirement is met, compo-
nents will consider the following fac-
tors: 

(i) The existence and magnitude of a 
commercial interest: Whether the re-
quester has a commercial interest that 
would be furthered by the requested 
disclosure. Components shall consider 
any commercial interest of the re-
quester (with reference to the defini-
tion of ‘‘commercial use’’ in paragraph 
(b)(1) of this section), or of any person 
on whose behalf the requester may be 
acting, that would be furthered by the 
requested disclosure. Requesters shall 
be given an opportunity in the admin-
istrative process to provide explana-
tory information regarding this consid-
eration. 

(ii) The primary interest in disclo-
sure: Whether any identified commer-
cial interest of the requester is suffi-
ciently large, in comparison with the 
public interest in disclosure, that dis-

closure is ‘‘primarily in the commer-
cial interest of the requester.’’ A fee 
waiver or reduction is justified where 
the public interest standard is satisfied 
and that public interest is greater in 
magnitude than that of any identified 
commercial interest in disclosure. 
Components ordinarily shall presume 
that where a news media requester has 
satisfied the public interest standard, 
the public interest will be the interest 
primarily served by disclosure to that 
requester. Disclosure to data brokers 
or others who merely compile and mar-
ket government information for direct 
economic return shall not be presumed 
to primarily serve the public interest. 

(4) Where only some of the records to 
be released satisfy the requirements for 
a waiver of fees, a waiver shall be 
granted for those records. 

(5) Requests for the waiver or reduc-
tion of fees should address the factors 
listed in paragraphs (k)(2) and (3) of 
this section, insofar as they apply to 
each request. Components will exercise 
their discretion to consider the cost-ef-
fectiveness of their investment of ad-
ministrative resources in this decision-
making process, however, in deciding 
to grant waivers or reductions of fees. 

(l) Payment of outstanding fees. The 
Department shall not process a FOIA 
request from persons with an unpaid 
fee from any previous FOIA request to 
any Federal agency until that out-
standing fee has been paid in full to the 
agency. 

§ 5.12 Other rights and services. 

Nothing in this subpart shall be con-
strued to entitle any person, as of 
right, to any service or to the disclo-
sure of any record to which such person 
is not entitled under the FOIA. 

Subpart B—Privacy Act 

§ 5.20 General provisions. 

(a) Purpose and scope. (1) This subpart 
contains the rules that the Department 
of Homeland Security (Department) 
follows under the Privacy Act of 1974 (5 
U.S.C. 552a). These rules should be read 
together with the Privacy Act, which 
provides additional information about 
records maintained on individuals. The 
rules in this subpart apply to all 
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records in systems of records main-
tained by the Department that are re-
trieved by an individual’s name or per-
sonal identifier. They describe the pro-
cedures by which individuals may re-
quest access to records about them-
selves, request amendment or correc-
tion of those records, and request an 
accounting of disclosures of those by 
the Department. In addition, the De-
partment processes all Privacy Act re-
quests for access to records under the 
Freedom of Information Act (FOIA) ( 5 
U.S.C. 552), following the rules con-
tained in subpart A of this part, which 
gives requests the benefit of both stat-
utes. 

(2) The provisions established by this 
subpart shall apply to all Department 
components that are transferred to the 
Department. Except to the extent a De-
partment component has adopted sepa-
rate guidance under the Privacy Act, 
the provisions of this subpart shall 
apply to each component of the Depart-
ment. Departmental components may 
issue their own guidance under this 
subpart pursuant to approval by the 
Department. 

(b) Definitions. As used in this sub-
part: 

(1) Component means each separate 
bureau, office, board, division, commis-
sion, service, or administration of the 
Department. 

(2) Request for access to a record 
means a request made under Privacy 
Act subsection (d)(1). 

(3) Request for amendment or correc-
tion of a record means a request made 
under Privacy Act subsection (d)(2). 

(4) Request for an accounting means 
a request made under Privacy Act sub-
section (c)(3). 

(5) Requester means an individual 
who makes a request for access, a re-
quest for amendment or correction, or 
a request for an accounting under the 
Privacy Act. 

(c) Authority to request records for a 
law enforcement purpose. The head of a 
component or designee thereof is au-
thorized to make written requests 
under subsection (b)(7) of the Privacy 
Act for records maintained by other 
agencies that are necessary to carry 
out an authorized law enforcement ac-
tivity. 

(d) Notice on Departmental use of (b)(1) 
exemption. As a general matter, when 
applying the (b)(1) exemption for dis-
closures within an agency on a need to 
know basis, the Department will con-
sider itself a single entity, meaning 
that information may be disclosed be-
tween components of the Department 
under the (b)(1) exemption. 

(e) Interim Retention of Authorities. As 
an interim solution, all agencies and 
components under the Department will 
retain the necessary authority from 
their original purpose in order to con-
duct these necessary activities. This 
includes the authority to maintain Pri-
vacy Act systems of records, dissemi-
nate information pursuant to existing 
or new routine uses, and retention of 
exemption authorities under sections 
(j) and (k) of the Privacy Act, where 
applicable. This retention of an agency 
or component’s authorities and infor-
mation practices will remain in effect 
until this regulation is promulgated as 
a final rule, or the Department revises 
all systems of records notices. This re-
tention of authority is necessary to 
allow components to fulfill their mis-
sion and purpose during the transition 
period of the establishment of the De-
partment. During this transition pe-
riod, the Department shall evaluate 
with the components the existing au-
thorities and information practices and 
determine what revisions (if any) are 
appropriate and should be made to 
these existing authorities and prac-
tices. The Department anticipates that 
such revisions will be made either 
through the issuance of a revised sys-
tem of records notices or through sub-
sequent final regulations. 

§ 5.21 Requests for access to records. 

(a) How made and addressed. You may 
make a request for access to a Depart-
ment of Homeland Security record 
about yourself by appearing in person 
or by writing directly to the Depart-
ment component that maintains the 
record. Your request should be sent or 
delivered to the component’s Privacy 
Act office at the address listed in ap-
pendix A to this part. In most cases, a 
component’s central Privacy Act office 
is the place to send a Privacy Act re-
quest. For records held by a field office 
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of the U.S. Customs Service, U.S. Se-
cret Service, U.S. Coast Guard, or any 
other Department component with 
field offices, however, you must write 
directly to that Customs, Secret Serv-
ice, Coast Guard, or other field office 
address, which can be found in most 
telephone books or by calling the com-
ponent’s central Privacy Act office. 
(The functions of each component are 
summarized elsewhere in this title and 
in the description of the Department 
and its components in the ‘‘United 
States Government Manual,’’ which is 
issued annually and is available in 
most libraries, as well as for sale from 
the Government Printing Office’s Su-
perintendent of Documents. This man-
ual also can be accessed electronically 
at the Government Printing Office’s 
World Wide Web site (which can be 
found at http://www.access.gpo.gov/ 
suldocs). Some records are maintained 
under a government-wide systems of 
records notice, for example, Official 
Personnel Files are maintained under 
the authority of the Office of Personnel 
Management. In order to access records 
maintained under a government-wide 
notice, please send your request to the 
Privacy Act office of the original de-
partment or agency from which the 
component was transferred to the De-
partment. If you cannot determine 
where within the Department to send 
your request, you may send it to the 
Departmental Disclosure Officer, De-
partment of Homeland Security, Wash-
ington, DC 20528, and that office will 
forward it to the component(s) it be-
lieves most likely to have the records 
that you seek. For the quickest pos-
sible handling, you should mark both 
your request letter and the envelope 
‘‘Privacy Act Request.’’ 

(b) Description of records sought. You 
must describe the records that you 
want in enough detail to enable De-
partment personnel to locate the sys-
tem of records containing them with a 
reasonable amount of effort. Whenever 
possible, your request should describe 
the records sought, the time periods in 
which you believe they were compiled, 
and the name or identifying number of 
each system of records in which you 
believe they are kept. The Department 
publishes notices in the FEDERAL REG-
ISTER that describe its components’ 

systems of records. A description of the 
Department’s systems of records also 
may be found as part of the ‘‘Privacy 
Act Compilation’’ published by the Na-
tional Archives and Records Adminis-
tration’s Office of the Federal Register. 
This compilation is available in most 
large reference and university librar-
ies. This compilation also can be 
accessed electronically at the Govern-
ment Printing Office’s World Wide Web 
site (which can be found at http:// 
www.access.gpo.gov/suldocs). 

(c) Agreement to pay fees. If you make 
a Privacy Act request for access to 
records, it shall be considered an agree-
ment by you to pay all applicable fees 
charged under § 5.29, up to $25.00. The 
component responsible for responding 
to your request ordinarily shall con-
firm this agreement in an acknowl-
edgement letter. When making a re-
quest, you may specify a willingness to 
pay a greater or lesser amount. 

(d) Verification of identity. When you 
make a request for access to records 
about yourself, you must verify your 
identity. You must state your full 
name, current address, and date and 
place of birth. You must sign your re-
quest and your signature must either 
be notarized or submitted by you under 
28 U.S.C. 1746, a law that permits state-
ments to be made under penalty of per-
jury as a substitute for notarization. 
While no specific form is required, you 
may obtain forms for this purpose from 
the Departmental Disclosure Officer, 
Department of Homeland Security, 
Washington, DC 20528. In order to help 
the identification and location of re-
quested records, you may also, at your 
option, include your social security 
number. 

(e) Verification of guardianship. When 
making a request as the parent or 
guardian of a minor or as the guardian 
of someone determined by a court to be 
incompetent, for access to records 
about that individual, you must estab-
lish: 

(1) The identity of the individual who 
is the subject of the record, by stating 
the name, current address, date and 
place of birth, and, at your option, the 
social security number of the indi-
vidual; 

(2) Your own identity, as required in 
paragraph (d) of this section; 
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(3) That you are the parent or guard-
ian of that individual, which you may 
prove by providing a copy of the indi-
vidual’s birth certificate showing your 
parentage or by providing a court order 
establishing your guardianship; and 

(4) That you are acting on behalf of 
that individual in making the request. 

(f) Verification in the case of third 
party information requests. If you are 
making a request for records con-
cerning an individual on behalf of that 
individual, you must provide a state-
ment from the individual verifying the 
identity of the individual as provided 
in paragraph (d) of this section. You 
must also provide a statement from the 
individual certifying the individual’s 
agreement that records concerning the 
individual may be released to you. 

§ 5.22 Responsibility for responding to 
requests for access to records. 

(a) In general. Except as stated in 
paragraphs (c), (d), and (e) of this sec-
tion, the component that first receives 
a request for access to a record, and 
has possession of that record, is the 
component responsible for responding 
to the request. In determining which 
records are responsive to a request, a 
component ordinarily shall include 
only those records in its possession as 
of the date the component begins its 
search for them. If any other date is 
used, the component shall inform the 
requester of that date. 

(b) Authority to grant or deny requests. 
The head of a component, or the com-
ponent head’s designee, is authorized 
to grant or deny any request for access 
or amendment to a record of that com-
ponent. 

(c) Consultations and referrals. When a 
component receives a request for ac-
cess to a record in its possession, it 
shall determine whether another com-
ponent, or another agency of the Fed-
eral Government, is better able to de-
termine whether the record is exempt 
from access under the Privacy Act. If 
the receiving component determines 
that it is best able to process the 
record in response to the request, then 
it shall do so. If the receiving compo-
nent determines that it is not best able 
to process the record, then it shall ei-
ther: 

(1) Respond to the request regarding 
that record, after consulting with the 
component or agency best able to de-
termine whether the record is exempt 
from access and with any other compo-
nent or agency that has a substantial 
interest in it; or 

(2) Refer the responsibility for re-
sponding to the request regarding that 
record to the component best able to 
determine whether it is exempt from 
access, or to another agency that origi-
nated the record (but only if that agen-
cy is subject to the Privacy Act). Ordi-
narily, the component or agency that 
originated a record will be presumed to 
be best able to determine whether it is 
exempt from access. 

(d) Law enforcement information. 
Whenever a request is made for access 
to a record containing information 
that relates to an investigation of a 
possible violation of law and that was 
originated by another component or 
agency, the receiving component shall 
either refer the responsibility for re-
sponding to the request regarding that 
information to that other component 
or agency or shall consult with that 
other component or agency. 

(e) Classified information. Whenever a 
request is made for access to a record 
containing information that has been 
classified by or may be appropriate for 
classification by another component or 
agency under Executive Order 12958 or 
any other executive order concerning 
the classification of records, the re-
ceiving component shall refer the re-
sponsibility for responding to the re-
quest regarding that information to 
the component or agency that classi-
fied the information, should consider 
the information for classification, or 
has the primary interest in it, as ap-
propriate. Whenever a record contains 
information that has been derivatively 
classified by a component because it 
contains information classified by an-
other component or agency, the compo-
nent shall refer the responsibility for 
responding to the request regarding 
that information to the component or 
agency that classified the underlying 
information. 

(f) Release of Medical Records. Pursu-
ant to 5 U.S.C. 552a(f)(3), where re-
quests are made for access to medical 
records, including psychological 
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records, the decision to release directly 
to the individual, or to withhold direct 
release, shall be made by a medical 
practitioner. Where the medical practi-
tioner has ruled that direct release will 
cause harm to the individual who is re-
questing access, normal release 
through the individual’s chosen med-
ical practitioner will be recommended. 
Final review and decision on appeals of 
disapprovals of direct release will rest 
with the General Counsel. 

(g) Notice of referral. Whenever a com-
ponent refers all or any part of the re-
sponsibility for responding to a request 
to another component or agency, it or-
dinarily shall notify the requester of 
the referral and inform the requester of 
the name of each component or agency 
to which the request has been referred 
and of the part of the request that has 
been referred. 

(h) Timing of responses to consultations 
and referrals. All consultations and re-
ferrals shall be handled according to 
the date the Privacy Act access request 
was initially received by the first com-
ponent or agency, not any later date. 

(i) Agreements regarding consultations 
and referrals. Components may make 
agreements with other components or 
agencies to eliminate the need for con-
sultations or referrals for particular 
types of records. 

§ 5.23 Responses to requests for access 
to records. 

(a) Acknowledgements of requests. On 
receipt of a request, a component ordi-
narily shall send an acknowledgement 
letter to the requester which shall con-
firm the requester’s agreement to pay 
fees under § 5.21(c) and provide an as-
signed request number for further ref-
erence. 

(b) Grants of requests for access. Once a 
component makes a determination to 
grant a request for access in whole or 
in part, it shall notify the requester in 
writing. The component shall inform 
the requester in the notice of any fee 
charged under § 5.29 and shall disclose 
records to the requester promptly on 
payment of any applicable fee. If a re-
quest is made in person, the component 
may disclose records to the requester 
directly, in a manner not unreasonably 
disruptive of its operations, on pay-
ment of any applicable fee and with a 

written record made of the grant of the 
request. If a requester is accompanied 
by another person, the requester shall 
be required to authorize in writing any 
discussion of the records in the pres-
ence of the other person. 

(c) Adverse determinations of requests 
for access. A component making an ad-
verse determination denying a request 
for access in any respect shall notify 
the requester of that determination in 
writing. Adverse determinations, or de-
nials of requests, consist of: a deter-
mination to withhold any requested 
record in whole or in part; a determina-
tion that a requested record does not 
exist or cannot be located; a deter-
mination that what has been requested 
is not a record subject to the Privacy 
Act; a determination on any disputed 
fee matter; and a denial of a request for 
expedited treatment. The notification 
letter shall be signed by the head of the 
component, or the component head’s 
designee, and shall include: 

(1) The name and title or position of 
the person responsible for the denial; 

(2) A brief statement of the reason(s) 
for the denial, including any Privacy 
Act exemption(s) applied by the com-
ponent in denying the request; and 

(3) A statement that the denial may 
be appealed under § 5.25(a) and a de-
scription of the requirements of 
§ 5.25(a). 

§ 5.24 Classified information. 

In processing a request for access to 
a record containing information that is 
classified under Executive Order 12958 
or any other executive order, the origi-
nating component shall review the in-
formation to determine whether it 
should remain classified. Information 
determined to no longer require classi-
fication shall not be withheld from a 
requester on the basis of Exemption 
(k)(1) of the Privacy Act. On receipt of 
any appeal involving classified infor-
mation, the Associate General Counsel 
(General Law), shall take appropriate 
action to ensure compliance with Part 
7 of this title. 

§ 5.25 Appeals. 

(a) Appeals. If you are dissatisfied 
with a component’s response to your 
request for access to records, you may 
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appeal an adverse determination deny-
ing your request in any respect to the 
Associate General Counsel (General 
Law), Department of Homeland Secu-
rity, Washington, DC 20528. You must 
make your appeal in writing and it 
must be received by the Associate Gen-
eral Counsel (General Law) within 60 
days of the date of the letter denying 
your request. Your appeal letter may 
include as much or as little related in-
formation as you wish, as long as it 
clearly identifies the component deter-
mination (including the assigned re-
quest number, if known) that you are 
appealing. For the quickest possible 
handling, you should mark both your 
appeal letter and the envelope ‘‘Pri-
vacy Act Appeal.’’ 

(b) Responses to appeals. The decision 
on your appeal will be made in writing. 
A decision affirming an adverse deter-
mination in whole or in part will in-
clude a brief statement of the reason(s) 
for the affirmance, including any Pri-
vacy Act exemption applied, and will 
inform you of the Privacy Act provi-
sions for court review of the decision. 
If the adverse determination is re-
versed or modified on appeal in whole 
or in part, you will be notified in a 
written decision and your request will 
be reprocessed in accordance with that 
appeal decision. An adverse determina-
tion by the Associate General Counsel 
(General Law) will be the final action 
of the Department. 

(c) When appeal is required. If you 
wish to seek review by a court of any 
adverse determination or denial of a 
request, you must first appeal it under 
this section. An appeal will not be 
acted on if the request becomes a mat-
ter of litigation. 

§ 5.26 Requests for amendment or cor-
rection of records. 

(a) How made and addressed. Unless 
the record is not subject to amendment 
or correction as stated in paragraph (f) 
of this section, you may make a re-
quest for amendment or correction of a 
record of the Department about you by 
writing directly to the Department 
component that maintains the record, 
following the procedures in § 5.21. Your 
request should identify each particular 
record in question, state the amend-
ment or correction that you want, and 

state why you believe that the record 
is not accurate, relevant, timely, or 
complete. You may submit any docu-
mentation that you think would be 
helpful. If you believe that the same 
record is in more than one system of 
records, you should state that and ad-
dress your request to each component 
that maintains a system of records 
containing the record. 

(b) Component responses. Within ten 
working days of receiving your request 
for amendment or correction of 
records, a component shall send you a 
written acknowledgment of its receipt 
of your request, and it shall promptly 
notify you whether your request is 
granted or denied. If the component 
grants your request in whole or in part, 
it shall describe the amendment or cor-
rection made and shall advise you of 
your right to obtain a copy of the cor-
rected or amended record, in 
disclosable form. If the component de-
nies your request in whole or in part, it 
shall send you a letter signed by the 
head of the component, or the compo-
nent head’s designee, that shall state: 

(1) The reason(s) for the denial; and 
(2) The procedure for appeal of the 

denial under paragraph (c) of this sec-
tion, including the name and business 
address of the official who will act on 
your appeal. 

(c) Appeals. You may appeal a denial 
of a request for amendment or correc-
tion to the Associate General Counsel 
(General Law) in the same manner as a 
denial of a request for access to records 
(see § 5.25) and the same procedures 
shall be followed. If your appeal is de-
nied, you shall be advised of your right 
to file a Statement of Disagreement as 
described in paragraph (d) of this sec-
tion and of your right under the Pri-
vacy Act for court review of the deci-
sion. 

(d) Statements of Disagreement. If your 
appeal under this section is denied in 
whole or in part, you have the right to 
file a Statement of Disagreement that 
states your reason(s) for disagreeing 
with the Department’s denial of your 
request for amendment or correction. 
Statements of Disagreement must be 
concise, must clearly identify each 
part of any record that is disputed, and 
should be no longer than one typed 
page for each fact disputed. Your 
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Statement of Disagreement must be 
sent to the component involved, which 
shall place it in the system of records 
in which the disputed record is main-
tained and shall mark the disputed 
record to indicate that a Statement of 
Disagreement has been filed and where 
in the system of records it may be 
found. 

(e) Notification of amendment/correction 
or disagreement. Within 30 working days 
of the amendment or correction of a 
record, the component that maintains 
the record shall notify all persons, or-
ganizations, or agencies to which it 
previously disclosed the record, if an 
accounting of that disclosure was 
made, that the record has been amend-
ed or corrected. If an individual has 
filed a Statement of Disagreement, the 
component shall append a copy of it to 
the disputed record whenever the 
record is disclosed and may also append 
a concise statement of its reason(s) for 
denying the request to amend or cor-
rect the record. 

(f) Records not subject to amendment or 
correction. The following records are 
not subject to amendment or correc-
tion: 

(1) Transcripts of testimony given 
under oath or written statements made 
under oath; 

(2) Transcripts of grand jury pro-
ceedings, judicial proceedings, or 
quasi-judicial proceedings, which are 
the official record of those proceedings; 

(3) Presentence records that origi-
nated with the courts; and 

(4) Records in systems of records that 
have been exempted from amendment 
and correction under Privacy Act (5 
U.S.C. 552a(j) or (k)) by notice pub-
lished in the FEDERAL REGISTER. 

§ 5.27 Requests for an accounting of 
record disclosures. 

(a) How made and addressed. Except 
where accountings of disclosures are 
not required to be kept (as stated in 
paragraph (b) of this section), you may 
make a request for an accounting of 
any disclosure that has been made by 
the Department to another person, or-
ganization, or agency of any record 
about you. This accounting contains 
the date, nature, and purpose of each 
disclosure, as well as the name and ad-
dress of the person, organization, or 

agency to which the disclosure was 
made. Your request for an accounting 
should identify each particular record 
in question and should be made by 
writing directly to the Department 
component that maintains the record, 
following the procedures in § 5.21. 

(b) Where accountings are not required. 
Components are not required to pro-
vide accountings to you where they re-
late to: 

(1) Disclosures for which accountings 
are not required to be kept, such as dis-
closures that are made to employees 
within the agency and disclosures that 
are made under the FOIA; 

(2) Disclosures made to law enforce-
ment agencies for authorized law en-
forcement activities in response to 
written requests from those law en-
forcement agencies specifying the law 
enforcement activities for which the 
disclosures are sought; or 

(3) Disclosures made from law en-
forcement systems of records that have 
been exempted from accounting re-
quirements. 

(c) Appeals. You may appeal a denial 
of a request for an accounting to the 
Associate General Counsel (General 
Law) in the same manner as a denial of 
a request for access to records (see 
§ 5.25) and the same procedures will be 
followed. 

§ 5.28 Preservation of records. 
Each component will preserve all 

correspondence pertaining to the re-
quests that it receives under this sub-
part, as well as copies of all requested 
records, until disposition or destruc-
tion is authorized by title 44 of the 
United States Code or the National Ar-
chives and Records Administration’s 
General Records Schedule 14. Records 
will not be disposed of while they are 
the subject of a pending request, ap-
peal, or lawsuit under the Act. 

§ 5.29 Fees. 
(a) Components shall charge fees for 

duplication of records under the Pri-
vacy Act in the same way in which 
they charge duplication fees under 
§ 5.11. 

(b) The Department shall not process 
a request under the Privacy Act from 
persons with an unpaid fee from any 
previous Privacy Act request to any 
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Federal agency until that outstanding 
fee has been paid in full to the agency. 

§ 5.30 Notice of court-ordered and 
emergency disclosures. 

(a) Court-ordered disclosures. When a 
record pertaining to an individual is re-
quired to be disclosed by a court order, 
the component shall make reasonable 
efforts to provide notice of this to the 
individual. Notice shall be given within 
a reasonable time after the compo-
nent’s receipt of the order, except that 
in a case in which the order is not a 
matter of public record, the notice 
shall be given only after the order be-
comes public. This notice shall be 
mailed to the individual’s last known 
address and shall contain a copy of the 
order and a description of the informa-
tion disclosed. Notice shall not be 
given if disclosure is made from a 
criminal law enforcement system of 
records that has been exempted from 
the notice requirement. 

(b) Emergency disclosures. Upon dis-
closing a record pertaining to an indi-
vidual made under compelling cir-
cumstances affecting health or safety, 
the component shall notify that indi-
vidual of the disclosure. This notice 
shall be mailed to the individual’s last 
known address and shall state the na-
ture of the information disclosed; the 
person, organization, or agency to 
which it was disclosed; the date of dis-
closure; and the compelling cir-
cumstances justifying the disclosure. 

§ 5.31 Security of systems of records. 
(a) In general. Each component shall 

establish administrative and physical 
controls to prevent unauthorized ac-
cess to its systems of records, to pre-
vent unauthorized disclosure of 
records, and to prevent physical dam-
age to or destruction of records. The 
stringency of these controls shall cor-
respond to the sensitivity of the 
records that the controls protect. At a 
minimum, each component’s adminis-
trative and physical controls shall en-
sure that: 

(1) Records are protected from public 
view; 

(2) The area in which records are 
kept is supervised during business 
hours to prevent unauthorized persons 
from having access to them; 

(3) Records are inaccessible to unau-
thorized persons outside of business 
hours; and 

(4) Records are not disclosed to unau-
thorized persons or under unauthorized 
circumstances in either oral or written 
form. 

(b) Procedures required. Each compo-
nent shall have procedures that re-
strict access to records to only those 
individuals within the Department who 
must have access to those records in 
order to perform their duties and that 
prevent inadvertent disclosure of 
records. 

§ 5.32 Contracts for the operation of 
record systems. 

Under 5 U.S.C. 552a(m), any approved 
contract for the operation of a record 
system will contain the standard con-
tract requirements issued by the Gen-
eral Services Administration to ensure 
compliance with the requirements of 
the Privacy Act for that record system. 
The contracting component will be re-
sponsible for ensuring that the con-
tractor complies with these contract 
requirements. 

§ 5.33 Use and collection of social secu-
rity numbers. 

Each component shall ensure that 
employees authorized to collect infor-
mation are aware: 

(a) That individuals may not be de-
nied any right, benefit, or privilege as 
a result of refusing to provide their so-
cial security numbers, unless the col-
lection is authorized either by a stat-
ute or by a regulation issued prior to 
1975; and 

(b) That individuals requested to pro-
vide their social security numbers 
must be informed of: 

(1) Whether providing social security 
numbers is mandatory or voluntary; 

(2) Any statutory or regulatory au-
thority that authorizes the collection 
of social security numbers; and 

(3) The uses that will be made of the 
numbers. 

§ 5.34 Standards of conduct for admin-
istration of the Privacy Act. 

Each component will inform its em-
ployees of the provisions of the Privacy 
Act, including the Act’s civil liability 
and criminal penalty provisions. Unless 
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otherwise permitted by law, the De-
partment shall: 

(a) Collect from individuals only the 
information that is relevant and nec-
essary to discharge the responsibilities 
of the Department; 

(b) Collect information about an indi-
vidual directly from that individual 
whenever practicable and when the in-
formation may result in adverse deter-
minations about an individual’s rights, 
benefits, and privileges under federal 
programs; 

(c) Inform each individual from 
whom information is collected of: 

(1) The legal authority to collect the 
information and whether providing it 
is mandatory or voluntary; 

(2) The principal purpose for which 
the Department intends to use the in-
formation; 

(3) The routine uses the Department 
may make of the information; and 

(4) The effects on the individual, if 
any, of not providing the information; 

(d) Ensure that the component main-
tains no system of records without 
public notice and that it notifies appro-
priate Department officials of the ex-
istence or development of any system 
of records that is not the subject of a 
current or planned public notice; 

(e) Maintain all records that are used 
by the Department in making any de-
termination about an individual with 
such accuracy, relevance, timeliness, 
and completeness as is reasonably nec-
essary to ensure fairness to the indi-
vidual in the determination; 

(f) Except as to disclosures made to 
an agency or made under the FOIA, 
make reasonable efforts, prior to dis-
seminating any record about an indi-
vidual, to ensure that the record is ac-
curate, relevant, timely, and complete; 

(g) Maintain no record describing 
how an individual exercises his or her 
First Amendment rights, unless it is 
expressly authorized by statute or by 
the individual about whom the record 
is maintained, or is pertinent to and 
within the scope of an authorized law 
enforcement activity; 

(h) When required by the Privacy 
Act, maintain an accounting in the 
specified form of all disclosures of 
records by the Department to persons, 
organizations, or agencies; 

(i) Maintain and use records with 
care to prevent the unauthorized or in-
advertent disclosure of a record to any-
one. 

§ 5.35 Sanctions and penalties. 
Under the provisions of the Privacy 

Act, 5 U.S.C. 552a, civil and criminal 
penalties may be assessed. 

§ 5.36 Other rights and services. 
Nothing in this subpart shall be con-

strued to entitle any person, as of 
right, to any service or to the disclo-
sure of any record to which such person 
is not entitled under the Privacy Act. 

Subpart C—Disclosure of 
Information in Litigation 

SOURCE: 68 FR 4070, Jan. 27, 2003, unless 
otherwise noted. 

§ 5.41 Purpose and scope; definitions. 
(a) This subpart C sets forth the pro-

cedures to be followed with respect to: 
(1) Service of summonses and com-

plaints or other requests or demands 
directed to the Department of Home-
land Security (Department) or to any 
Department employee or former em-
ployee in connection with federal or 
state litigation arising out of or in-
volving the performance of official ac-
tivities of the Department; and 

(2) The oral or written disclosure, in 
response to subpoenas, orders, or other 
requests or demands of federal or state 
judicial or quasi-judicial or adminis-
trative authority as well as state legis-
lative authorities (collectively, ‘‘de-
mands’’), whether civil or criminal in 
nature, or in response to requests for 
depositions, affidavits, admissions, re-
sponses to interrogatories, document 
production, interviews, or other litiga-
tion-related matters, including pursu-
ant to the Federal Rules of Civil Proce-
dure, the Federal Rules of Criminal 
Procedure, or applicable state rules 
(collectively, ‘‘requests’’), of any mate-
rial contained in the files of the De-
partment, any information relating to 
material contained in the files of the 
Department, or any information ac-
quired while the subject of the demand 
or request is or was employed by the 
Department, or served as Secretary of 
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the Department, as part of the per-
formance of that person’s duties or by 
virtue of that person’s official status. 

(b) The provisions established by this 
subpart shall apply to all Department 
components that are transferred to the 
Department. Except to the extent a De-
partment component has adopted sepa-
rate guidance governing the subject 
matter of a provision of this subpart, 
the provisions of this subpart shall 
apply to each component of the Depart-
ment. Departmental components may 
issue their own guidance under this 
subpart subject to the approval of the 
General Counsel of the Department. 

(c) For purposes of this subpart, and 
except as the Department may other-
wise determine in a particular case, the 
term employee includes all former Sec-
retaries of Homeland Security and all 
employees of the Department of Home-
land Security or other federal agencies 
who are or were appointed by, or sub-
ject to the supervision, jurisdiction, or 
control of the Secretary of Homeland 
Security, whether residing or working 
in the United States or abroad, includ-
ing United States nationals, foreign 
nationals, and contractors. The proce-
dures established within this subpart 
also apply to former employees of the 
Department where specifically noted. 

(d) For purposes of this subpart, the 
term litigation encompasses all pre- 
trial, trial, and post-trial stages of all 
judicial or administrative actions, 
hearings, investigations, or similar 
proceedings before courts, commis-
sions, boards (including the Board of 
Appellate Review), grand juries, or 
other judicial or quasi-judicial bodies 
or tribunals, whether criminal, civil, or 
administrative in nature. This subpart 
governs, inter alia, responses to dis-
covery requests, depositions, and other 
pre-trial, trial, or post-trial pro-
ceedings, as well as responses to infor-
mal requests by attorneys or others in 
situations involving litigation. How-
ever, this subpart shall not apply to 
any claims against the Department by 
Department of Homeland Security em-
ployees (present or former), or appli-
cants for Department employment, for 
which jurisdiction resides with the U.S. 
Equal Employment Opportunity Com-
mission; the U.S. Merit Systems Pro-
tection Board; the Office of Special 

Counsel; the Federal Labor Relations 
Authority; the Foreign Service Labor 
Relations Board; the Foreign Service 
Grievance Board; or a labor arbitrator 
operating under a collective bargaining 
agreement between the Department 
and a labor organization representing 
Department employees; or their suc-
cessor agencies or entities. 

(e) For purposes of this subpart, offi-
cial information means all information 
of any kind, however stored, that is in 
the custody and control of the Depart-
ment, relates to information in the 
custody and control of the Department, 
or was acquired by Department em-
ployees, or former employees, as part 
of their official duties or because of 
their official status within the Depart-
ment while such individuals were em-
ployed by or served on behalf of the De-
partment. 

(f) Nothing in this subpart affects 
disclosure of information under the 
Freedom of Information Act (FOIA), 5 
U.S.C. 552, the Privacy Act, 5 U.S.C. 
552a, Executive Order 12958 on national 
security information (3 CFR, 1995 
Comp., p. 333), the Government in the 
Sunshine Act, 5 U.S.C. 552b, the De-
partment’s implementing regulations 
or pursuant to congressional subpoena. 
Nothing in this subpart permits disclo-
sure of information by the Department, 
its present and former employees, or 
the Secretary, that is protected or pro-
hibited by statute or other applicable 
law. 

(g) This subpart is intended only to 
inform the public about Department 
procedures concerning the service of 
process and responses to demands or 
requests and is not intended to and 
does not create, and may not be relied 
upon to create any right or benefit, 
substantive or procedural, enforceable 
at law by a party against the Depart-
ment or the United States. 

(h) Nothing in this subpart affects 
the rules and procedures, under appli-
cable U.S. law and international con-
ventions, governing diplomatic and 
consular immunity. 

(i) Nothing in this subpart affects the 
disclosure of official information to 
other federal agencies or Department 
of Justice attorneys in connection with 
litigation conducted on behalf or in de-
fense of the United States, its agencies, 
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officers, and employees, or litigation in 
which the United States has an inter-
est; or to federal, state, local, or for-
eign prosecuting and law enforcement 
authorities in conjunction with crimi-
nal law enforcement investigations, 
prosecutions, or other proceedings, e.g., 
extradition, deportation. 

§ 5.42 Service of summonses and com-
plaints. 

(a) Only the Office of the General 
Counsel is authorized to receive and ac-
cept on behalf of the Department sum-
monses or complaints sought to be 
served upon the Department, the Sec-
retary, or Department employees. All 
such documents should be delivered or 
addressed to the Office of the General 
Counsel, United States Department of 
Homeland Security, Washington, DC, 
20258. The authorization for receipt 
shall in no way affect the requirements 
of service elsewhere provided in appli-
cable rules and regulations. 

(b) In the event any summons or 
complaint described in § 5.41(a) is deliv-
ered to an employee of the Department 
other than in the manner specified in 
this part, the recipient thereof shall 
decline to accept the proffered service 
and may notify the person attempting 
to make service of the Departmental 
regulations set forth herein. 

(c) Except as otherwise provided 
§§ 5.42(d) and 5.43(c), the Department is 
not an authorized agent for service of 
process with respect to civil litigation 
against Department employees purely 
in their personal, non-official capacity. 
Copies of summonses or complaints di-
rected to Department employees in 
connection with legal proceedings aris-
ing out of the performance of official 
duties may, however, be served upon 
the Office of the General Counsel. 

(d) Although the Department is not 
an agent for the service of process upon 
its employees with respect to purely 
personal, non-official litigation, the 
Department recognizes that its em-
ployees should not use their official po-
sitions to evade their personal obliga-
tions and will, therefore, counsel and 
encourage Department employees to 
accept service of process in appropriate 
cases. 

(e) Documents for which the Office of 
the General Counsel accepts service in 

official capacity only shall be stamped 
‘‘Service Accepted in Official Capacity 
Only’’. Acceptance of service shall not 
constitute an admission or waiver with 
respect to jurisdiction, propriety of 
service, improper venue, or any other 
defense in law or equity available 
under applicable laws or rules. 

§ 5.43 Service of subpoenas, court or-
ders, and other demands or re-
quests for official information or 
action. 

(a) Except in cases in which the De-
partment is represented by legal coun-
sel who have entered an appearance or 
otherwise given notice of their rep-
resentation, only the Office of the Gen-
eral Counsel is authorized to receive 
and accept subpoenas, or other de-
mands or requests directed to the Sec-
retary, the Department, or any compo-
nent thereof, or its employees, whether 
civil or criminal in nature, for: 

(1) Material, including documents, 
contained in the files of the Depart-
ment; 

(2) Information, including testimony, 
affidavits, declarations, admissions, re-
sponses to interrogatories, or informal 
statements, relating to material con-
tained in the files of the Department or 
which any Department employee ac-
quired in the course and scope of the 
performance of his official duties; 

(3) Garnishment or attachment of 
compensation of current or former em-
ployees; or 

(4) The performance or non-perform-
ance of any official Department duty. 

(b) In the event that any subpoena, 
demand, or request is sought to be de-
livered to a Department employee 
other than in the manner prescribed in 
paragraph (a) of this section, such em-
ployee shall, after consultation with 
the Office of the General Counsel, de-
cline service and direct the server of 
process to the Departmental regula-
tions. If the subpoena, demand, or 
other request is nonetheless delivered 
to the employee, the employee shall 
immediately forward a copy of that 
document to the Office of the General 
Counsel. 

(c) Except as otherwise provided in 
this subpart, the Department is not an 
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agent for service, or otherwise author-
ized to accept on behalf of its employ-
ees, any subpoenas, show-cause orders, 
or similar compulsory process of fed-
eral or state courts, or requests from 
private individuals or attorneys, which 
are not related to the employees’ offi-
cial duties except upon the express, 
written authorization of the individual 
Department employee to whom such 
demand or request is directed. 

(d) Acceptance of such documents by 
the Office of the General Counsel does 
not constitute a waiver of any defenses 
that might otherwise exist with re-
spect to service under the Federal 
Rules of Civil or Criminal Procedure or 
other applicable rules. 

(e) Copies of any subpoenas, show 
cause orders, or similar compulsory 
process of federal or state courts, or re-
quests from private individuals or at-
torneys, directed to former employees 
of the Department in connection with 
legal proceedings arising out of the 
performance of official duties shall also 
be served upon the Office of the Gen-
eral Counsel. The Department shall 
not, however, serve as an agent for 
service for the former employee, nor is 
the Department otherwise authorized 
to accept service on behalf of its 
former employees. If the demand in-
volves their official duties, former em-
ployees who receive subpoenas, show 
cause orders, or similar compulsory 
process of federal or state courts 
should also notify in the component of 
the Department in which they were 
employed if the service involves their 
official duties while so employed. 

(f) If the subpoena, demand, or other 
request is nonetheless delivered to the 
employee, the employee shall imme-
diately forward a copy of that docu-
ment to the Office of the General Coun-
sel. 

§ 5.44 Testimony and production of 
documents prohibited unless ap-
proved by appropriate Department 
officials. 

(a) No employee, or former employee, 
of the Department shall, in response to 
a demand or request, including in con-
nection with any litigation, provide 
oral or written testimony by deposi-
tion, declaration, affidavit, or other-
wise concerning any information ac-

quired while such person is or was an 
employee of the Department as part of 
the performance of that person’s offi-
cial duties or by virtue of that person’s 
official status, unless authorized to do 
so by the Office of the General Counsel, 
or as authorized in § 5.44(b). 

(b) No employee, or former employee, 
shall, in response to a demand or re-
quest, including in connection with 
any litigation, produce any document 
or any material acquired as part of the 
performance of that employee’s duties 
or by virtue of that employee’s official 
status, unless authorized to do so by 
the Office of the General Counsel or the 
delegates thereof, as appropriate. 

§ 5.45 Procedure when testimony or 
production of documents is sought; 
general. 

(a) If official information is sought, 
through testimony or otherwise, by a 
request or demand, the party seeking 
such release or testimony must (except 
as otherwise required by federal law or 
authorized by the Office of the General 
Counsel) set forth in writing, and with 
as much specificity as possible, the na-
ture and relevance of the official infor-
mation sought. Where documents or 
other materials are sought, the party 
should provide a description using the 
types of identifying information sug-
gested in § 5.3(b). Subject to § 5.47, De-
partment employees may only produce, 
disclose, release, comment upon, or 
testify concerning those matters which 
were specified in writing and properly 
approved by the appropriate Depart-
ment official designated in § 5.44. See 
United States ex rel. Touhy v. Ragen, 340 
U.S. 462 (1951). The Office of the Gen-
eral Counsel may waive the require-
ment of this subsection in appropriate 
circumstances. 

(b) To the extent it deems necessary 
or appropriate, the Department may 
also require from the party seeking 
such testimony or documents a plan of 
all reasonably foreseeable demands, in-
cluding but not limited to the names of 
all employees and former employees 
from whom discovery will be sought, 
areas of inquiry, expected duration of 
proceedings requiring oral testimony, 
and identification of potentially rel-
evant documents. 
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(c) The appropriate Department offi-
cial designated in § 5.42 will notify the 
Department employee and such other 
persons as circumstances may warrant 
of its decision regarding compliance 
with the request or demand. 

(d) The Office of the General Counsel 
will consult with the Department of 
Justice regarding legal representation 
for Department employees in appro-
priate cases. 

§ 5.46 Procedure when response to de-
mand is required prior to receiving 
instructions. 

(a) If a response to a demand is re-
quired before the appropriate Depart-
ment official designated in § 5.44 ren-
ders a decision, the Department, if nec-
essary, will request that the Depart-
ment of Justice or the appropriate De-
partment attorney take appropriate 
steps to stay, postpone, or obtain relief 
from the demand pending decision. If 
necessary, the attorney will: 

(1) Appear with the employee upon 
whom the demand has been made; 

(2) Furnish the court or other author-
ity with a copy of the regulations con-
tained in this subpart; 

(3) Inform the court or other author-
ity that the demand has been, or is 
being, as the case may be, referred for 
the prompt consideration of the appro-
priate Department official; and 

(4) Respectfully request the court or 
authority to stay the demand pending 
receipt of the requested instructions. 

(b) In the event that an immediate 
demand for production or disclosure is 
made in circumstances which would 
preclude the proper designation or ap-
pearance of a Department of Justice or 
appropriate Department attorney on 
the employee’s behalf, the employee, if 
necessary, shall respectfully request 
from the demanding court or authority 
for a reasonable stay of proceedings for 
the purpose of obtaining instructions 
from the Department. 

§ 5.47 Procedure in the event of an ad-
verse ruling. 

If a stay of, or other relief from, the 
effect of the demand in response to a 
request made pursuant to § 5.46 is de-
clined or not obtained, or if the court 
or other judicial or quasi-judicial au-
thority declines to stay the effect of 

the demand in response to a request 
made pursuant to § 5.46, or if the court 
or other authority rules that the de-
mand must be complied with irrespec-
tive of the Department’s instructions 
not to produce the material or disclose 
the information sought, the employee 
upon whom the demand has been made 
shall respectfully decline to comply 
with the demand, citing this subpart 
and United States ex rel. Touhy v. Ragen, 
340 U.S. 462 (1951). 

§ 5.48 Considerations in determining 
whether the Department will com-
ply with a demand or request 

(a) In deciding whether to comply 
with a demand or request, Department 
officials and attorneys shall consider, 
among any other pertinent consider-
ations: 

(1) Whether such compliance would 
be unduly burdensome or otherwise in-
appropriate under the applicable rules 
of discovery or the rules of procedure 
governing the case or matter in which 
the demand arose; 

(2) Whether compliance is appro-
priate under the relevant substantive 
law concerning privilege or disclosure 
of information; 

(3) The public interest; 
(4) The need to conserve the time of 

Department employees for the conduct 
of official business; 

(5) The need to avoid spending the 
time and money of the United States 
for private purposes; 

(6) The need to maintain impartiality 
between private litigants in cases 
where a substantial government inter-
est is not implicated; 

(7) Whether compliance would have 
an adverse effect on performance by 
the Department of its mission and du-
ties; and 

(8) The need to avoid involving the 
Department in controversial issues not 
related to its mission. 

(b) Among those demands and re-
quests in response to which compliance 
will not ordinarily be authorized are 
those with respect to which any of the 
following factors, inter alia, exist: 

(1) Compliance would violate a stat-
ute or a rule of procedure; 

(2) Compliance would violate a spe-
cific regulation or Executive order; 
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(3) Compliance would reveal informa-
tion properly classified in the interest 
of national security; 

(4) Compliance would reveal con-
fidential commercial or financial infor-
mation or trade secrets without the 
owner’s consent; 

(5) Compliance would reveal the in-
ternal deliberative processes of the Ex-
ecutive Branch; or 

(6) Compliance would potentially im-
pede or prejudice an on-going law en-
forcement investigation. 

§ 5.49 Prohibition on providing expert 
or opinion testimony. 

(a) Except as provided in this section, 
and subject to 5 CFR 2635.805, Depart-
ment employees shall not provide opin-
ion or expert testimony based upon in-
formation which they acquired in the 
scope and performance of their official 
Department duties, except on behalf of 
the United States or a party rep-
resented by the Department of Justice. 

(b) Any expert or opinion testimony 
by a former employee of the Depart-
ment shall be excepted from 5.49(a) 
where the testimony involves only gen-
eral expertise gained while employed 
at the Department. 

(c) Upon a showing by the requestor 
of exceptional need or unique cir-
cumstances and that the anticipated 
testimony will not be adverse to the in-
terests of the United States, the appro-
priate Department official designated 
in § 5.44 may, consistent with 5 CFR 
2635.805, in their discretion and with 
the concurrence of the Office of the 
General Counsel, grant special, written 
authorization for Department employ-
ees, or former employees, to appear and 
testify as expert witnesses at no ex-
pense to the United States. 

(d) If, despite the final determination 
of the appropriate Department official 
designated in § 5.44, a court of com-
petent jurisdiction or other appro-
priate authority orders the appearance 
and expert or opinion testimony of a 
current or former Department em-
ployee, that person shall immediately 
inform the Office of the General Coun-
sel of such order. If the Office of the 
General Counsel determines that no 
further legal review of or challenge to 
the court’s order will be made, the De-
partment employee, or former em-

ployee, shall comply with the order. If 
so directed by the Office of the General 
Counsel, however, the employee, or 
former employee, shall respectfully de-
cline to testify. 

APPENDIX A TO PART 5—FOIA/PRIVACY 
ACT OFFICES OF THE DEPARTMENT 
OF HOMELAND SECURITY 

I. For the following Headquarters compo-
nents of the Department of Homeland Secu-
rity, FOIA and Privacy Act requests should 
be sent to the Departmental Disclosure Of-
fice, Department of Homeland Security, 
Washington, DC 20528. The Headquarters 
components are: 

A 

Office of the Secretary 
Office of the Deputy Secretary 
Office of the Under Secretary for Manage-

ment 

B 

Office of the General Counsel 
Office of the Inspector General 
Office of International Affairs 
Office of Legislative Affairs 
Office of Public Affairs 
Office of National Capital Region Coordina-

tion 
Office of Professional Responsibility 
Office for State and Local Government Co-

ordination 

C 

Directorate of Border and Transportation 
Security 

Directorate of Emergency Preparedness and 
Response 

Directorate of Information Analysis and In-
frastructure Protection 

Directorate of Science and Technology 
II. Requests made to components that have 

transferred or will transfer into the Depart-
ment of Homeland Security, should be sent 
as follows: 

A. Former components of the Department 
of Agriculture: 
1. Animal and Plant Health Inspection Serv-

ice, USDA, APHIS, LPA, FOIA, 4700 River 
Road, Unit 50, Riverdale, MD 20737–1232 

2. Plum Island Animal Disease Center; Sub-
mit request to the APHIS address above or, 
FOIA Coordinator, USDA-REE-ARS-Infor-
mation Staff, 5601 Sunnyside Avenue, Bldg. 
1, Room 2248, Mail Stop 5128, Beltsville, 
MD 20705–5128 
B. Former components of the Department 

of Commerce: 
1. Critical Infrastructure Assurance Office (A 

former office of the Bureau of Industry and 
Security); Freedom of Information Coordi-
nator, Bureau of Industry and Security, 
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Room 6883, U.S. Department of Commerce, 
Washington, DC 20230 

2. FIRESTAT (formerly the Integrated Haz-
ard Information System of the National 
Oceanic and Atmospheric Administration), 
National Oceanic and Atmospheric Admin-
istration, Public Reference Facility 
(OFAx2), 1315 East-West Highway (SSMC3), 
Room 10703, Silver Spring, MD 20910 
C. Former components of the Department 

of Defense: 
1. National Communications Service (A 

former component of the Defense Informa-
tion Systems Agency), Defense Informa-
tion Systems Agency, ATTN: RGC/FOIA 
Officer, 701 S. Courthouse Rd., Arlington, 
VA 22204–2199 
D. Former components and programs of 

the Department of Energy: 
The address for each component and pro-

gram listed below is: U.S. Department of En-
ergy, 1000 Independence Avenue, SW., Wash-
ington, DC 20585 

1. Energy Assurance Office 
2. Environmental Measurements Labora-

tory 
3. Nuclear Incident Response Team 
4. The chemical and biological national se-

curity and supporting programs and activi-
ties of the non-proliferation and verification 
research and development program. 

5. The life sciences activities related to mi-
crobial pathogens of Biological and Environ-
mental Research Program. 

6. The nuclear smuggling programs and ac-
tivities within the proliferation detection 
program of the non-proliferation and 
verification research and development pro-
gram. 

7. The nuclear assessment program and ac-
tivities of the assessment, detection, and co-
operation program of the international ma-
terials protection and cooperation program, 
and the advanced scientific computing re-
search program and activities at Lawrence 
Livermore National Laboratory. 

8. National Infrastructure Simulation and 
Analysis Center 

E. Former components of the Department 
of Health and Human Services: 

1. The address for each component and pro-
gram listed below is: Department of Health 
and Human Services, Freedom of Informa-
tion Officer, Room 645–F, Hubert H. Hum-
phrey Building, Independence Avenue, SW., 
Washington, DC 20201; 

a. Metropolitan Medical Response System, 
b. National Disaster Medical System, and 
c. Office of Emergency Preparedness 
d. Strategic National Stockpile 
2. Centers for Disease Control and Agency 

for Toxic Substances and Disease Registry, 
Attn: FOI Office, MS-D54, 1600 Clifton Road, 
NE., Atlanta, GA 30333. 

F. Former components of the Department 
of Justice: 

1. Immigration and Naturalization Service, 
Director, Freedom of Information/Privacy 
Act Program, Department of Justice, 425 Eye 
Street, NW., 2nd Floor, ULLICO Building, 
Washington, DC 20536 (for field offices, con-
sult your phone book). 

2. The address for each component and pro-
gram listed below is: Federal Bureau of In-
vestigation, Chief, FOIPA Section, 935 Penn-
sylvania Avenue, NW., Department of Jus-
tice, Washington, DC 20535–0001; 

a. National Infrastructure Protection Cen-
ter, 

b. National Domestic Preparedness Office, 
and 

c. Domestic Emergency Support Team. 
3. Office of Domestic Preparedness, U.S. 

Department of Justice, Office of Justice Pro-
grams, Office of the General Counsel, Atten-
tion: FOIA Staff, 810 7th Street, NW., Room 
5400, Washington, DC 20531. 

G. Former components of the Department 
of State: 
Visa Office, Information and Privacy Coordi-

nator, Office of Information Resources, 
Management Programs and Services, A/ 
RPS/IPS, SA–2, Department of State, 
Washington, DC 20522–6001, Re: Freedom of 
Information Act Request. 
H. Former components of the Department 

of Transportation: 
1. Federal Aviation Administration, National 

Freedom of Information Act Staff, ARC–40, 
800 Independence Avenue, SW., Wash-
ington, DC 20591 (for regional centers, con-
sult your phone book). 

2. Transportation Security Administration, 
TSA–1, FOIA Division, 400 Seventh Street, 
SW., Washington, DC 20590 

3. United States Coast Guard, HQ USCG 
Commandant, G-CIM, 2100 Second Street, 
SW., Washington, DC 20593–0001 (for dis-
trict offices, consult your phone book). 
I. Former components of the Department 

of Treasury: 
1. Federal Law Enforcement Training Cen-

ter, Freedom of Information Act Officer, 
Townhouse 389, Glynco, GA 31524 

2. U.S. Customs Service, Freedom of Infor-
mation Act Request, Mint Annex, 1300 
Pennsylvania Avenue, NW., Washington, 
DC 20229 (for field offices, consult your 
phone book). 

3. U.S. Secret Service, Freedom of Informa-
tion Act Request, 950 H Street, NW., Suite 
3000, Washington, DC 20223, e-mail 
FOIA@USSS.Treas.gov. Appeals should be 
addressed to the Deputy Director, United 
States Secret Service, Freedom of Infor-
mation and Privacy Act Appeal Officer, at 
these same contact points. 
J. Federal Emergency Management Agen-

cy: Federal Emergency Management Agency, 
Office of General Counsel, 500 C Street, SW., 
Room 840, Washington, DC 20472 (for regional 
offices, consult your phone book). 
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K. Former components of the General 
Services Administration: 

1. For the Federal Computer Incident Re-
sponse Center and the Federal Protective 
Service: Chief, FOIA Information Manage-
ment Branch, GSA (CAIM), 1800 F Street, 
NW., Washington, DC 20405 (for regional of-
fices, consult your phone book). 

APPENDIX B TO PART 5—PUBLIC READ-
ING ROOMS OF THE DEPARTMENT OF 
HOMELAND SECURITY 

The Headquarters components of the De-
partment of Homeland Security do not main-
tain a conventional public reading room. 
Records that are required to be in the public 
reading room are available electronically at 
http://www.dhs.gov/FOIA. 

Entities that will transfer into the Depart-
ment of Homeland Security maintain public 
reading rooms as follows: 

1. Former components of the Department 
of Agriculture: 

Animal and Plant Health Inspection Service 
Library, 4700 River Road, Riverdale, MD 
20737–1232 

Plum Island Animal Disease Center, the 
APHIS address above or, USDA-ARS, 5601 
Sunnyside Avenue, Building 1, Room 2248, 
Beltsville, MD 20705–5128 
2. Former components of the Department 

of Commerce: 

The Critical Infrastructure Assurance Of-
fice (A former office of the Bureau of Indus-
try and Security) does not maintain a con-
ventional public reading room. Records that 
are required to be in the public reading room 
are available electronically at http:// 
www.bis.doc.gov/FOIA/Default.htm 

FIRESTAT (formerly the Integrated Haz-
ard Information System of the National Oce-
anic and Atmospheric Administration), 
NOAA Public Reference Facility, 1305 East- 
West Highway (SSMC4), Room 8627, Silver 
Spring, MD 20910 

3. Former components of the Department 
of Defense: 

The National Communication Service (A 
former component of the Defense Informa-
tion Systems Agency) does not maintain a 
conventional public reading room. Records 
that are required to be in the public reading 
room are available electronically at http:// 
disa.mil/gc/foia/foia.html 

4. Former components and programs of the 
Department of Energy: 

The address for each component and program 
listed below is: U.S. Department of Energy; 
1000 Independence Avenue, SW., Wash-
ington, DC 20585 

Energy Assurance Office 
Environmental Measurements Laboratory 
Nuclear Incident Response Team 

The chemical and biological national secu-
rity and supporting programs and activities 
of the non-proliferation and verification re-
search and development program. 

The life sciences activities related to mi-
crobial pathogens of Biological and Environ-
mental Research Program. 

The nuclear smuggling programs and ac-
tivities within the proliferation detection 
program of the non-proliferation and 
verification research and development pro-
gram. 

The nuclear assessment program and ac-
tivities of the assessment, detection, and co-
operation program of the international ma-
terials protection and cooperation program, 
and the advanced scientific computing re-
search program and activities at Lawrence 
Livermore National Laboratory. 

The National Infrastructure Simulation and 
Analysis Center 

5. Former components of the Department 
of Health and Human Services: 

For the Metropolitan Medical Response 
System, the National Disaster Medical Sys-
tem, and the Office of Emergency Prepared-
ness please contact the Freedom of Informa-
tion Act Officer at: Department of Health 
and Human Services, Freedom of Informa-
tion Officer, Room 645–F, Hubert H. Hum-
phrey Building, Independence Avenue, SW., 
Washington, DC 20201 

Strategic National Stockpile, Centers for 
Disease Control and Agency for Toxic Sub-
stances and Disease Registry, 1600 Clifton 
Road, NE., Room 4103, Building 1, Atlanta, 
GA 30333 

6. Former components of the Department 
of Justice: 

Immigration and Naturalization Service, 
111 Massachusetts Avenue, NW., 2nd Floor, 
ULLICO Building, Washington, DC 20536 

For the National Infrastructure Protection 
Center, the National Domestic Preparedness 
Office, and the Domestic Emergency Support 
Team: Federal Bureau of Investigation, 935 
Pennsylvania Avenue, NW., Department of 
Justice, Washington, DC 20535–0001 

Office of Domestic Preparedness, U.S. De-
partment of Justice, Office of Justice Pro-
grams, 810 7th Street, NW., Room 5430, Wash-
ington, DC 20531 

7. Former components of the Department 
of State: 

Visa Office, Department of State, 2201 C 
Street, NW., Washington, DC 20520 

8. Former components of the Department 
of Transportation: 

Federal Aviation Administration, 800 Inde-
pendence Avenue, SW., Washington, DC 20591 

Transportation Security Administration, 
400 Seventh Street, SW., Washington, DC 
20590 

United States Coast Guard Headquarters, 
2100 Second Street, SW., Washington, DC 
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20593–0001 (for district offices, consult your 
phone book). 

9. Former components of the Department 
of Treasury: 

The Federal Law Enforcement Training 
Center does not maintain a conventional 
public reading room. Records that are re-
quired to be in the public reading room are 
available electronically at http:// 
www.fletc.gov/irm/foia/readingroom.htm 

U.S. Customs Service, 1300 Pennsylvania 
Avenue, NW., Washington, DC 20229 (for a 
list of field office public reading rooms 
please consult 19 CFR 103.1). 

U.S. Secret Service, Main Treasury, 1500 
Pennsylvania Avenue, NW., Washington, DC 
20220 

10. Federal Emergency Management Agen-
cy: 

Federal Emergency Management Agency, 
Federal Center Plaza, 500 C Street, SW., 
Room 840 Washington, DC 20472 (for regional 
offices, consult your phone book) 

11. Former components of the General 
Services Administration: 

For the Federal Computer Incident Re-
sponse Center and the Federal Protective 
Service: Central Office, GSA Headquarters, 
1800 F Street, NW., (CAI), Washington, DC 
20405 (for regional offices, consult your phone 
book). 

APPENDIX C—DHS SYSTEMS OF RECORDS 
EXEMPT FROM THE PRIVACY ACT 

This Appendix implements provisions of 
the Privacy Act of 1974 that permit the De-
partment of Homeland Security (DHS) to ex-
empt its systems of records from provisions 
of the Act. During the course of normal 
agency operations, exempt materials from 
other systems of records may become part of 
the records in these and other DHS systems. 
To the extent that copies of records from 
other exempt systems of records are entered 
into any DHS system, DHS hereby claims 
the same exemptions for those records that 
are claimed for the original primary systems 
of records from which they originated and 
claims any additional exemptions in accord-
ance with this rule. 

Portions of the following DHS systems of 
records are exempt from certain provisions 
of the Privacy Act pursuant to 5 U.S.C. 552(j) 
and (k): 

1. DHS/ALL 001, Department of Homeland 
Security (DHS) Freedom of Information Act 
(FOIA) and Privacy Act (PA) Record System 
allows the DHS and its components to main-
tain and retrieve FOIA and Privacy Act files 
by personal identifiers associated with the 
persons submitting requests for information 
under each statute. Pursuant to exemptions 
(j)(2), (k)(1), (k)(2) and (k)(5) of the Privacy 
Act, portions of this system are exempt from 
5 U.S.C. 552a(c)(3); (d); (e)(1); (e)(4)(G), (H) 
and (I) and (f). Exemptions from the par-

ticular subsections are justified, on a case by 
case basis to be determined at the time a re-
quest is made, for the following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation and avoid 
detection or apprehension, which undermines 
the entire system. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation and 
reveal investigative interest on the part of 
DHS or another agency. Access to the 
records would permit the individual who is 
the subject of a record to impede the inves-
tigation and avoid detection or apprehen-
sion. Amendment of the records would inter-
fere with ongoing investigations and law en-
forcement activities and impose an impos-
sible administrative burden by requiring in-
vestigations to be continuously reinves-
tigated. The information contained in the 
system may also include properly classified 
information, the release of which would pose 
a threat to national defense and/or foreign 
policy. In addition, permitting access and 
amendment to such information also could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced, occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
enforcement of federal laws, it is appropriate 
to retain all information that may aid in es-
tablishing patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H) and (I) 
(Agency Requirements), and (f) (Agency 
Rules), because portions of this system are 
exempt from the access provisions of sub-
section (d). 

2. DHS–CRCL–001, Civil Rights and Civil 
Liberties Matters, which will cover allega-
tions of abuses of civil rights and civil lib-
erties that are submitted to the Office of 
CRCL. Pursuant to exemptions (k)(1), (k)(2) 
and (k)(5) of the Privacy Act, portions of this 
system are exempt from 5 U.S.C. 552a(c)(3); 
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(d); (e)(1); (e)(4)(G), (H) and (I) and (f). Ex-
emptions from the particular subsections are 
justified, on a case by case basis to be deter-
mined at the time a request is made, for the 
following reasons: 

(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation and reveal in-
vestigative interest on the part of DHS or 
another agency. Disclosure of the accounting 
would therefore present a serious impedi-
ment to law enforcement efforts and efforts 
to preserve national security. Disclosure of 
the accounting would also permit the indi-
vidual who is the subject of a record to im-
pede the investigation and avoid detection or 
apprehension, which undermines the entire 
system. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion to the existence of the investigation and 
reveal investigative interest on the part of 
DHS as well as the recipient agency. Access 
to the records would permit the individual 
who is the subject of a record to impede the 
investigation and avoid detection or appre-
hension. Amendment of the records would 
interfere with ongoing investigations and 
law enforcement activities and impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. The information contained in 
the system may also include properly classi-
fied information, the release of which would 
pose a threat to national defense and/or for-
eign policy. In addition, permitting access 
and amendment to such information also 
could disclose security-sensitive information 
that could be detrimental to homeland secu-
rity. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of federal law, the accuracy of informa-
tion obtained or introduced, occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
enforcement of federal laws, it is appropriate 
to retain all information that may aid in es-
tablishing patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (H) and (I) 
(Agency Requirements), and (f) (Agency 
Rules), because this system is exempt from 
the access provisions of subsection (d). 

[71 FR 20523, Apr. 21, 2006] 

PART 7—CLASSIFIED NATIONAL 
SECURITY INFORMATION 

Sec. 
7.1 Purpose. 
7.2 Scope. 
7.3 Definitions. 

Subpart A—Administration 

7.10 Authority of the Chief Security Officer, 
Office of Security. 

7.11 Components’ responsibilities. 
7.12 Violations of classified information re-

quirements. 
7.13 Judicial proceedings. 

Subpart B—Classified Information 

7.20 Classification and declassification au-
thority. 

7.21 Classification of information, limita-
tions. 

7.22 Classification pending review. 
7.23 Emergency release of classified infor-

mation. 
7.24 Duration of classification. 
7.25 Identification and markings. 
7.26 Derivative classification. 
7.27 Declassification and downgrading. 
7.28 Automatic declassification. 
7.29 Documents of permanent historical 

value. 
7.30 Classification challenges. 
7.31 Mandatory review for declassification 

requests. 

AUTHORITY: 5 U.S.C. 301; Pub. L. 107–296, 116 
Stat. 2135 (6 U.S.C. 101); E.O. 12958, 60 FR 
19825, 3 CFR, 1995 Comp., p. 333; E.O. 13142, 64 
FR 66089, 3 CFR, 1999 Comp., p. 236; 32 CFR 
part 2001. 

SOURCE: 70 FR 61213, Oct. 21, 2005, unless 
otherwise noted. 

§ 7.1 Purpose. 
The purpose of this part is to ensure 

that information within the Depart-
ment of Homeland Security (DHS) re-
lating to the national security is clas-
sified, safeguarded, and declassified 
pursuant to the provisions of Executive 
Order 12958, as amended, and imple-
menting directives from the Informa-
tion Security Oversight Office (ISOO) 
of the National Archives and Records 
Administration (NARA). 

§ 7.2 Scope. 
(a) This part applies to all employ-

ees, detailees and non-contractor per-
sonnel outside the Executive Branch 
who are granted access to classified in-
formation by the DHS, in accordance 
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